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Preface


The 18 fiction and science fiction short stories of this e-book all have the cryptocurrency Monero playing an important role in them.


They try to explain interesting aspects of Monero’s technology, in a factually correct way but still understandable without much prior knowledge about cryptography and cryptocurrencies, while being not dry and boring but entertaining and - in the best case - giving you “food for thought” what role cryptocurrencies may play in the future.





Monero goes beyond Bitcoin to offer financial privacy, and is one of very few such “coins” that are actually used as a currency today and not mostly as a vehicle for financial speculation. It tries to achieve the goal of becoming true digital cash by constant improvements through so-called hardforks. Read more about it on the project's official website: External link





I started to get involved with Monero around spring 2017. It took me almost two years to come up with the idea to not only develop code for it, but also write short stories about it. Over the course of four and a half years they grew into the collection of 18 stories that now make up this book.


They seem to be quite unique with their approach; apart from four earlier stories about Monero that you find in the link section I never encountered another such short story, about any cryptocurrency.





I publish this e-book with a small price on Amazon, but also for free on my personal GitHub page (External link). If you bought it on Amazon consider your payment as a donation in recognition of my work.



Ring Signatures


Author's comment: You would need a pretty big hammer to shatter one of the three primary privacy mechanisms of Monero, “ring signatures”. Here I invented a quite special one.


Keywords: Science fiction, cryptography


You may be forgiven to think that cryptocurrencies went out of fashion: It’s a few years now already since 2017 when even the proverbial taxi driver gave you the advice to invest in Bitcoin. Well, Bitcoin is still alive and kicking, although with a lot less noise and hype, and some other cryptocurrencies even survived the long crypto winter of 2018 and 2019 together with it. Today I want to tell you a story about one of them that is dear to my heart because I still help building it: Monero.





Around summer last year a new user with a nickname of DrZettabyte became a frequent poster in the Monero Internet forum on Reddit where most fans of the currency still use to hang around. I remember how I looked up “zettabyte” in Wikipedia, but 10 to the power of 21 still did not yet tell me much except maybe my poor brain would never truly grasp a size of a billion terabytes.


He wrote he was physicist and developing the ultimate storage solution, or better Ultimate with capital “U”, fast, small, cheap and with almost unlimited capacity: The whole content of the Internet stored in your pocket many times over for a few bucks, hence DrZettabyte. He wasn’t telling how exactly it is supposed to work and dropped some mysterious hints about “storing bits at atomic level” and “using quantum tunneling effects”. Most people did not believe anything of that, but as a “Redditor” you are used to all kinds of nonsense, and that doctor was entertaining, in a “mad scientist” way - at least at first.


The poor man was living in genuine fear. He said that as soon as his storage solution comes to market all the flash memory producers worldwide, and the few remaining hard disk producers anyway, will go bankrupt more or less overnight: A few small factories would be enough to supply the world with more storage capacity than it would ever need. And as companies usually don’t like to go bankrupt he was sure the bigger ones would do anything to stop him. Even killing him if they saw no other way.


That’s why he became hell-bent on staying anonymous. And also why he finally landed, of all the many places on the Internet, in the biggest Monero forum.





You have to know that Monero is one of the leading so-called privacy coins that makes it almost impossible to find out who pays how much to whom, and when. DrZettabyte needed funds for further development of his storage solution until it became fully ready for mass-production. He planned to order all investors to pay him in Monero only, so he could stay anonymous and completely untouchable, safe from any rented hitmen by South Korean and Japanese memory companies.


He wanted to learn as much as possible about Monero and find out whether it was really, truly private. Some dozens of critical but sensible posts later which at least proved that he was good at logical thinking he was finally zooming in on ring signatures.


Basically Monero has three different mechanisms to achieve full privacy for its transactions: one that that hides how much is transferred, another one that hides who receives the coins that get sent, and a third one hiding the sender of the coins. The last one uses those ring signatures.


You probably need to be pretty good at cryptography and math to exactly understand how they work, but the basic principle is not very hard to understand:


In a simplified way you can say a Monero transaction does not only contain info about one payment because that would of course make it immediately clear where that came from: Look at the source, see the sender. A transaction contains several payments: One is the real payment, and the other ones are decoys merely there to mask everything. They form a clever mathematical construct called a ring where the receiver can, by the power of holding some secret cryptographic key, process the transaction nevertheless, but you as an outsider see only a heap of payments, each more or less equally likely to be the “true” one.


(Now I imagine people who know how cryptocurrencies really work frowning, maybe even mumbling “Huh, what payments? There are no payments, only inputs and outputs”, but hey, admit it, that stuff is so abstract, I would probably lose most readers before I finished fully explaining that.)


Despite being rather cool ring signatures form the weakest of Monero’s three privacy mechanisms if you ask me. Mind you, not weak, but just the weakest of the three in comparison, and that worried our doctor. The fact that over the years the size of the rings had become bigger and bigger - it currently stands at 23 - did not comfort him much.


Where’s the problem? Let me show you with a hypothetical scenario. Imagine being on vacation in a big city with unfortunately many pickpockets, one of which steals your wallet today on a crowded plaza. You go the nearest police station and the officers tell you to your delight that they are pretty sure they caught that thief already. Now they only need your cooperation to make sure that he will get punished: You have to correctly identify him in a lineup, or if you are rightpondian, in an “identity parade”.


As you finally stand in front of 23 men lined up (23 payments in the ring of a Monero transaction, see?), with the suspect among them for sure, you have one small problem: You did not get to see him back on the plaza when he robbed you, you have no idea how he looks.


Then you have an inspiration. You had noticed how the police, just before that lineup, went out to the plaza to fetch 22 men at random to present to you together with the suspect. If somehow you could get the whole show to repeat, but with 22 different men plus suspect, the latter would stand out as the only one present in both lineups. This would allow you pretending to identify him with certainty, and he would get his (hopefully) just punishment.


So you make up some heart-wrecking story how you are still under grave shock from the robbery, with your brain more or less mush at the moment, and ask the police nicely whether you can come back tomorrow for a repeat of the lineup, perfectly knowing that tomorrow it will be 22 different men fetched from the plaza plus suspect. The police agrees, you succeed and all is well.


This scenario surfaced mirrored more or less one-to-one in the world of the Monero cryptocurrency sometime in 2016 or 2017, not as a success story of course, but as a potential privacy problem.


The program you use to create a Monero transaction - it’s called wallet - has to submit it to another program called daemon for execution. Usually that daemon doesn’t get to know the true payment because when it sees your transaction first, the ring with all 23 payments is already fully formed. That’s like you want it to be; among other advantages this arrangement allows you to use a daemon not under your own control without too many dangers, one that other helpful people operate for your convenience in the “cloud”.


But people realized that you could doctor the daemon and teach it a sneaky new trick: When your wallet submits a transaction, the rogue daemon records every payment in it and then tells your wallet “Uh sorry, something went wrong with your transaction, please try again”. If you the user would order the wallet to retry shortly afterwards, it would fetch 22 new decoy payments, make another transaction with a new ring, and submit again to the daemon which - you should be able to guess already - only has to look for the one common payment in both transaction versions to find out the true payment. Not good.


That particular problem was easy enough to mitigate - just make the wallet stick to the same 22 decoys for the second attempt to deliver a transaction - but some doubts about the whole system continued to linger. Our dear DrZettabyte became more and more vocal over time and insisted on replacing ring signatures by something absolutely watertight.





When the Monero developer community had to deny his wish because ring signature replacements were either not yet ready or had serious drawbacks, he lost his cool completely and posted long tirades on Reddit how he won’t rest until he finds that one devastating exploit to make ring signatures completely unsuitable for further use. He would force the hands of the programmers and finally get the perfectly private coin to finance his project.


Such threats were nothing new of course, and so far nobody had ever been able to pull them through, but who knew with a brilliant mad physicist ...


Then his account went silent for a number of months. He finally resurfaced about two weeks ago and was even more scared than before, which seemed quite a feat to us forum regulars who know him since the beginning. He said that he has indeed cracked ring signatures wide open, but in such an astonishing way that he is at a loss what to do with his feat.


Finally he agreed to tell how he did it to a small circle of people in a private virtual meeting room on one of the communication servers of the Monero community. I was there, and his story was really breathtaking:


When he had a working zettabyte-style storage device ready, the first thing he stored on this prototype was the Monero blockchain, the records of every transaction ever done since the very beginning of the currency back in 2014, which now has a size of something over 100 gigabytes, a nice non-trivial size suitable for such an early test run.


When he tested reliability by reading a particular transaction over and over again from the blockchain it was different some of the times. Naturally his first thoughts were about some problem with “noise”, easy to understand when working on levels so small that single atoms can dance around like crazy because of thermal effects, but over time he noticed something very strange. His device did not simply read back the test transaction with some random wrong bytes in it, no, the errors were on a much higher level. Most of the time everything was alright with only one quite surprising twist: The rings were different!


After further careful and systematic testing he found out how he had to modify the equivalent of the “read head” to reproduce and control the phenomenon, that part of his device which reads out data from the storage medium using the mysterious quantum tunneling effect that DrZettabyte still was not willing to fully reveal.


And so it came to be that he is able to break ring signatures: Reading different rings for the same transaction by slightly tweaking the read head and take note - of course - which single payment never changes.


Does DrZettabyte have any hypothesis where the hell those different rings come from? For all we know, there is exactly one true Monero blockchain, and however many times you read a transaction, even from some fancy freaky quantum effect drive, it should come out exactly the same every time, certainly not with different rings!


Yes, he has a theory, and exactly here the real fun starts. Thanks to that quantum tunneling effect his device is somehow able to read Monero blockchains from neighboring parallel universes very close to our own universe, so close that in those blockchains you can find identical transactions, only with different rings. It seems the random generator used to decide which payments to fetch as decoys is so dependent on the exact universe it operates in, it comes up with other rings already in the closest possible parallel universes.


To say we were all baffled reading this during our little secret online conference is quite an understatement. Over time I have seen quite a number of crazy conspiracy theories appear in the Monero Reddit forum, about how the NSA has long ago already cracked all privacy coins including Monero with some secret quantum computers in the basement of their headquarter, or how the government plans to kidnap the most influential Monero developers and force them to build a secret backdoor into Monero that allows law enforcement to simply circumvent the privacy mechanisms, and many more.


But peeks into parallel universes on the list of threats to Monero’s privacy? Seriously?





Then, a few days ago, two things happened: DrZettabyte suddenly went silent again, and shortly afterwards a very suspicious transaction was submitted to the Monero blockchain, the biggest there ever was, filling one complete block all on its own, with a big blob of encrypted data attached. We remembered that he once mentioned having set up an automatic system that would, in case of his untimely death, automatically start a Monero transaction to make sure his research and development results would not get lost.


And so here we are, trying to decrypt the attachment of this transaction, without success so far. Still, whether we finally succeed or not, and whether somebody will ever again build a trans-dimensional drive reading data from parallel universes or not, the days of ring signatures in Monero are probably numbered at last. The brilliant cryptography guys from the Monero Research Lab are working on it. Just please nobody tell them the full truth, we don’t want them to freak out and become unable to work.


After all I already have nightmares about successfully decrypting the DrZettabyte transaction attachment and getting immediately snatched by the inter-dimensionality police tasked to prevent any information leakage between universes. They enter my home through a portal with the form of a ring, with 23 Monero payments arranged along the rim, the true one glowing bright red ...

Dissonance


Author's comment: Do you also sometimes have a nagging feeling that the world is so crazy that it can't possibly be all real? Up to little things like the names of the member of the Monero Core Team!


Keywords: Science fiction, adoption


It had been a quiet ride for me all the way from Geneva to Bern sitting alone, but when the train stopped there two teenagers boarded and took the free seats opposite me. The boy and the girl seemed somewhat nervous and discussed something with low voices. Well, I said to myself, that might become a long last hour of travel until Zurich.


“Excuse me, sir! Would you mind if we asked you some questions about Switzerland?” The boy looked expectantly at me and added: “We are tourists, and we don’t know much yet.”


“Hmm, yes, why not” I said, seeing no polite way to escape.


“Thank you! So ... what would you say is the absolutely most astonishing fact about Switzerland?”


This first question of the boy took me somewhat by surprise, and I was unable to come up with a good answer. “We make pretty good chocolate, maybe the best in the world, but I guess that does not really count as astonishing”.


“No ...” mumbled the girl and then smiled at me, probably in an attempt to encourage me to continue.


“How about that: He have no natural resources like oil or gold but nevertheless became one of the richest countries in the world.”


The boy nodded. “That’s more like it. Quite unusual, yes. If you think a little more, maybe you can top that still?”


Strange conversation, I thought, but decided to play along and finally had a little inspiration. “The Swiss franc, the currency we had before we switched to Monero like everybody else.”


Both teenagers looked at me with interest. “The currency was incredibly stable, rock solid. Even the size and the design of the coins had been exactly the same for an incredible 150 years. I could take a 1 Franken coin from 1875, go to a bakery, and buy bread with it. Well, an attentive salesperson would probably notice the coin to be silver, not some pretty worthless metal like it was at the end, but still ... I always found that pretty astonishing, actually.”


The two exchanged a glance. “Pretty good, no? Go ahead and try it, we have three free attempts” said the girl. “Ok, well then” answered the boy and continued a little louder than before: “Game control: The stable Swiss franc.”


After that the two just sat there and seemed to wait for something to happen, while I started to wonder what the hell was going on here. Game control? Maybe this was an episode of Candid Camera and I was secretly filmed so later people could laugh their asses off about my dumb reactions.


“Alright, that didn’t work out” said the boy finally. “So let’s try something different. I want to offer you a deal: We pay you a sizable amount of money, and you in turn agree to continue to talk to us and answer any questions, however unbelievable or bizarre the conversation seems to get. What do you think?”


The girl looked quite skeptical, but the boy tried to reassure her: “Relax, I know that’s a risky strategy, but hey, it’s only a game, right?”


She finally seemed to agree, and the boy went on: “Sir, forgive me to be blunt: How much do you earn in one month?” I hesitated, but then I decided to answer: “Around 60 XMR.”


The girl checked something on her smartphone and then nodded. “Yep, that’s ok, we got that much. So we pay you, and you keep talking to us no matter what. Deal?” I sighed. “For a full month’s salary? Sure. Just don’t ask me anything too private.”


“Agreed!” said the boy and checked his own smartphone. “Man, those Monero addresses are long. How will we get yours into this wallet program here to pay you?”


“Don’t bother” I told him. “I am so long into Monero already that I hold one of those very early short OpenAlias addresses. Just type rbrunner7.ch as destination address.”


I took out my smartphone to check, and sure enough shortly afterwards I had an incoming transaction with 60 XMR. “Shoot!” I said to the two.


“Well then, let’s jump right in. We are not what we seem to be” said the boy. “We are aliens and live on a planet about 20 light-years away from Earth.”


I blinked, and then challenged him. “Oh yeah? You two sure don’t look like aliens to me.”


“That’s because all this here is not reality. It’s just a very good simulation of Earth, and we are simulated as two normal teenagers in it in order to play a game.”


“A game?” I asked. “Yes!” said the girl. “The simulation is true and faithful in every respect but a single one. And the game is to find out that single dissenting feature as soon as possible.”


“To make the game solvable at all for the two of us without detailed knowledge of your world and your civilization, that feature is so astonishing and in fact so utterly unbelievable that it will stand out” continued the boy. “For you however this won’t be so, the simulation weaves that into your conscience in a completely believable way. For you it will be just a fact.”


“Otherwise the game would not be much fun, right? We only had to ask you.” added the girl.


I laughed. “Alright. I have read enough science fiction to be able to wrap my head about such a scenario without too many problems. But you have to help me a bit. Can you give me an example of such an astonishing dissonance? Maybe that will help me to dig up the one in this simulation nevertheless.”


“Sure. I tell you the one from our game run before this one” said the boy. “On that Earth people were smoking.”


“Huh, what do you mean? People were smoking, as in producing smoke?” I asked, surprised.


“Yes! They were indeed producing smoke, even in situations like we have here, riding a train. And they inhaled the smoke, slowly lining the surfaces of their lungs with cancerous particles.”


“And how did they produce the smoke?” I wanted to know, growing genuinely interested.


“They burned the dried leaves of some plant, rolled into small sticks that they could keep comfortably between their lips” explained the girl. “The whole purpose of it all was to transport some psychoactive substance called nicotine into their brains where it acted like a drug and gave them pleasure.”


I laughed again. “Yeah, that’s a good one. That’s indeed astonishing. Wasn’t too hard to find out, I guess?”


“Yes” confirmed the boy. “But this game here is the next level so to say, and a little bit more difficult.”


“Hmm. But you said I myself don’t find anything special about that fact we try to find because my thoughts are doctored. I don’t see any way around that, frankly.”


The face of the girl seemed to light up. “Maybe it’s nothing about Switzerland, maybe game control made sure we meet you out of all people here, and it’s something about you personally? What was that with the special OpenAlias you mentioned?”


“Well, only very few people have such a short alias. You can imagine, there must be around 6 or 7 billion people having XMR addresses on Earth, and obviously they can’t all have a short one. I helped build the code of Monero very early on, fifteen years ago or so, and that’s why I hold that.”


“Really interesting!” exclaimed the boy. “So XMR is world currency now, right?”


“Well, yes” I confirmed. “Switzerland was one of the last countries to give up their own national fiat currency, and some others had experimented with Bitcoin first before finally switching to Monero as well, but now it’s Monero everywhere.”


The boy seemed to look up some article about Monero on his smartphone. “A blockchain-based cryptocurrency? How does that scale to a planetary level?”


“It’s doesn’t. Most payments are settled on FulmoReto without ever going through the blockchain.” They stared at me, with a questioning look. “Ah, that’s Esperanto for lightning network, and Esperanto is ...” I grew exasperated and gave up.


The boy read some more on his smartphone, then looked up smiling and told the girl: “We got it already! Don’t believe me? A whole civilized world running on a single cryptocurrency built by open-source enthusiasts is already quite hard to swallow. But now look up yourself who was in the core team overseeing development before the project was handed over to the United Nations for becoming the single planetary currency.”


The girl started to giggle. “binaryFate? The only choices are heaven or hell, I suppose. And here, NoodleDoodle. Probably producing only spaghetti code! But what is a Luigi?”


“A video game character” I mumbled.


“You overlooked the best one!” exclaimed the boy. “fluffypony. Oh my, a fluffy pony building a world currency. Alright, I can’t take it anymore.”


He waited to calm down a bit and then sentenced: “Game control: Monero as world currency.”


The boy and the girl vanished. The train vanished. The whole world vanished.


Pure nothingness.


It had been a quiet ride for me all the way from Geneva to Bern sitting alone, but when the train stopped there two elderly people boarded and took the free seats opposite me. They seemed somewhat nervous and discussed something with low voices. Well, I said to myself, that might become a long last hour of travel until Zurich.


“Excuse me, sir!”

Pump and Dump


Author's comment: It's a sad fact that you don't need clever and elaborate scams like the one I dreamed up for this story to part people and their cryptocurrency holdings. “We will double the Bitcoins you send us” still has a non-zero success rate.


Keywords: Science fiction, scam, cryptography


Looking for a Monero dev: That was the subject of the e-mail that Joe had sent me to establish contact. I doubt that’s his real name, but I don’t care too much, I am glad the crazy adventure I went through with him is over now and he vanished again from my life.


In that first mail he did not yet come to the point why he needed my help, but offered me a sizable sum of money in the form of a Monero payment if I agreed to keep all our conversations strictly confidential, whether I accepted the work he had for me or not. I should have known better, but curiosity (and the money of course) got me, and I accepted.


He did not seem to know many technical details yet about the workings of cryptocurrencies in general and Monero in particular, and so his first attempt of formulating my job wasn’t easy to understand. He wrote that he wanted me to build an “alternate Monero blockchain” and asked how long that would take.


That sounded to me like he wanted to launch a so-called 51% attack on Monero.


Let me try to explain. In most cryptocurrencies thousands of people called miners compete against each other and all try to solve something like an incredibly hard mathematical puzzle using their computers, with the winner i.e. the one solving the puzzle first getting a sizeable reward, and then everything starts over again with a new puzzle.


Every time a puzzle is solved a number of transactions can be packaged into a block, and that new block gets appended to the blockchain, the ledger containing all valid transactions that ever happened since the beginning, which in the case of Monero means 2014.


If you manage somehow to amass so much computing power under your own control to be able to “out-puzzle” all the other miners combined things get interesting. As soon as you command 51% of all mining power (hence the name 51% attack) you can basically become master of the blockchain, make the most recent blocks invalid again and rewrite them more to your liking, usually for financial profit with a scheme called double-spending.


Thing is: Monero has so many miners that launching a successful 51% attack would be a monumental and quite costly undertaking, and so I wrote to Joe that I saw no realistic chance to help him there. Beside I didn’t want to help with some crime quite in general.





It turned out that he had something very different in mind than an alternative to the current, living Monero blockchain, with his own blocks at the very end to steal other people’s money.


Imagine, he explained me, that already back in 2014, when Monero was still very young, there was a fork, and a second Monero blockchain came into being, independent from the one blockchain that everybody knows today. That blockchain enabled something like a shadow version of the Monero currency that was then used independently, up to present days.


Call it Monero Dark, Joe wrote jokingly, used in the Darknet out of the eyes of the public, with only few people knowing about its existence.


My job: Create something that looked convincingly like that blockchain, containing more or less the same number of blocks as the “real” blockchain, but of course different and also smaller blocks, because there were less users of Monero Dark.


After some thinking I came to the conclusion that I could do that: Put up a number of computers as miners building blocks, and some more to create transactions at random to fill those blocks, in a believable pattern: on some days more transactions, on other ones less, and so on. The end result would be something that indeed looked like an alternate Monero blockchain, with some fraction of the size of the real one.


As a final twist Joe sent me a file that I had to attach to one of the transactions in the very first Monero Dark block after the fork, the earliest block that was different. As if the whole scheme wasn’t crazy enough already!


Of course I had a look at the file, but there wasn’t much to see because the content was encrypted.


I had no idea whatsoever what Joe intended to do with that faked blockchain. Somehow it all seemed like preparing for a monumental prank. But as I was not able to come with a way to commit a crime with it either, I finally went to work.





It started well. In the years since 2014 the code for real Monero had improved considerably, with much new functionality added, but already the original version had implemented a quite decent cryptocurrency, and I “decided” that our hypothetical Monero Dark had always used the original code: Never change a running system IT people use to quip.


It took me only a few days to grab the old code and get it to run on modern versions of the Linux operating system instead of the now-ancient 2014 versions which in turn would not run well enough on modern PCs. It wasn’t hard either to teach the software to make appropriate timestamps for all blocks and the transactions in them, as if the blocks really had been mined in the past, over many years, based on a fake clock that I let start in 2014 and advance much faster than real time.


But soon I saw that I was severely lacking computing power: I had nearly 2 million alternative blocks to mine, and solving 2 million “puzzles” for them plus including a decent number of transactions in each block would take years with the hardware I had at hand.


I asked Joe for money to buy a bunch of computers and started to figure out where to put them all in my not-so-big apartment, but he told me to wait, he would have a surprise solution for me.


A few days later I received a big and heavy parcel. Content: 4 so-called ASICs, special-purpose hardware with exactly one capability, mine Monero at least a magnitude faster than normal general-purpose computers. They were not usable anymore for the real Monero because the puzzles to solve had been changed, so to say, to get rid of those ASICs because they were deemed not healthy for the Monero “ecosystem”.


That was a long story that fortunately did not worry me one bit because - maybe you guess it - mystical Monero Dark had always been running on the original mining code and still did today. Convenient, isn’t it!


And thus already a few weeks later I was able to complete my fake Monero Dark blockchain.


I was quite proud about it. Only a quite close inspection would reveal that it couldn’t possibly be the result of running a real cryptocurrency for some years. Ok, I had re-used the same 10 or so Monero addresses for the transactions over and over, and with a cryptocurrency like Bitcoin everybody would be able to notice that right away, but fortunately Monero is a so-called privacy coin that does not show addresses in the clear on the blockchain, and my simplification was invisible in the end result.


I delivered it to Joe, got the agreed payment in Monero (real ones of course), and then started to wait: I was sure something would happen sooner or later, somehow involving my blockchain, I just had no idea what.





It wasn’t a long wait. The first thing that happened was a “leak”: In a post on the biggest Internet forum about Monero, the Monero subreddit, somebody complained they had downloaded a blockchain in order to start using Monero, but it was too small and got rejected by the latest Monero software release. 


As the post included a link to the file in question people picked it up and saw pretty soon that it wasn’t an incomplete version of the Monero blockchain, but something much stranger. And of course they found that one special transaction in the first differing block, the one with the big encrypted attachment - both block and transaction were practically shouting “Look at me!”.


Somebody noticed what I had overlooked earlier: The attachment was encrypted alright, but with a curiously weak key, one that a group of people combining their computing power could break by brute force, meaning trying every possible key one after the other until hitting the correct one.


A bunch of Monero redditors with too much time on their hands and intrigued by the mystery blockchain formed a team and went to work. A few days later they had the decryption, and all hell started to break loose: It was a text where somebody claimed to be a time traveler.


The author called himself thankful_for_yesterday and said he had traveled from the year 2030 back to 2014, and as proof of his travel had inserted this document into the Monero blockchain. That wasn’t a bad place at all, given that blockchains of cryptocurrencies are something very valuable and, in principle at least, live eternally, beside being almost perfectly protected against tampering, except in extreme cases like 51% attacks ...


What made the document a proof that somebody from the future had written it and not just somebody back in 2014 making a prank? It contained the price of Monero expressed in USD for every year from 2014 up to 2030, with one price every quarter. And guess what - all prices up to the latest quarter were correct!


But it was the price for the quarter immediately ahead that got the most attention: It showed that Monero would rise to almost double its current price over the course of a few short months.


Discussion raged back and forth, and this time well beyond the small circles of Monero enthusiasts. As obviously there was no Monero coin with that blockchain, some people said that it must be fake and in no way a proof for a time-travel. Other people countered with the question who would be crazy enough to construct gigabytes of fake but plausible-looking blocks.


Then some science-fiction fan who had read a fair share of time-travel stories came up with an “explanation” of sorts: The blockchain was from real Monero, but a Monero on another timeline. The inclusion of the block containing the time traveler’s document had somehow forced the universe into another timeline, the one where that other Monero lived and accumulated the alternate blockchain - until today, when all the recent events had somehow forced said universe back to the timeline as it would have happened without the time traveler.


Or so ... I readily admit that I could not fully follow his fascinating speculations, especially the explanation how the Monero blockchain from the other timeline had survived all those switches. I soon got a headache thinking about different timelines, pasts, and futures.


Judging from tweets and posts all over the Internet quite a lot of people bought the time travel and switching universes story. As a consequence they also believed the high Monero price in the coming quarter to be fully correct. Other people in turn were convinced that this was pure nonsense but speculated very early on that there would be droves of gullible believers.





It came as it had to: Soon both those groups went out and started to buy Monero with both hands. Which of course, like a self-fulfilling prophecy, made the price rise substantially. The famous time traveler rally took off!


Just when it nearly reached the foretold high price, before the next quarter even started, things started to fall apart because somebody sold massive amounts of Monero until the market could not take it anymore, causing the price to crash back more or less to where it had started.


Monero was pretty volatile for a few more months, and people continued to analyze my fake blockchain and develop theories about time travels and alternate timelines, but over time most people lost interest.


The end of this story for me personally were a large unexpected Monero payment coming in plus an e-mail from Joe explaining that this was my success bonus. He also made some confessions: Of course it had been him who had leaked my fake blockchain to the public on purpose. That science-fiction fan that made the time traveler story more plausible for many people with a clever explanation? Also him.


And most importantly: Who had bought tons of cheap Monero and then sold them for a much higher price into the time traveler rally? Joe of course. He had nearly doubled his money in the biggest and most sophisticated pump and dump action that the cryptocurrency space has ever seen.


I still have one of those CryptoNight ASICs that I used to construct the fake blockchain, I kept it as a souvenir. And each time when I look at it I am little annoyed that I wasn’t unable to come up with that time traveler scheme myself ...

Consensus


Author's comment: I confess that more than one time I was tempted to actually try to pull off the scam that I describe in this story. The longer I think about why and how things get “value” the more fascinating it gets.
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It had all started with me getting bored.


For several years already I had spent most of my spare time contributing code to Monero, a cryptocurrency like Bitcoin built by a large community of open-source developers. It had been fun, but over the years less and less interesting work had been left to do as the project matured, and like many other contributors I was basically running out of things that I could help improve.


So what do with all my skills regarding Monero, all the knowledge that I had amassed over those years regarding the cryptocurrency, its properties, its dev community, its users? One fateful day an idea sprang up in my mind: I wanted to get rich, and I would use Monero to achieve that.


Of course there were already quite a number of cryptocurrency millionaires around that had been lucky to get their timing right to buy low and sell very high, but that was out of question for me: Taking too long, probability of success too low, and too boring anyway. I had a better plan.


Step 1 in my “Getting rich with Monero” project: Obtain some working capital that unfortunately I did not have myself by getting my rich friend Alvin on board.





Alvin and I were sitting together in front of my notebook where I had just started the Monero daemon, the program needed to connect to the net of thousands of copies of that program running world-wide that together were processing payments in Monero, called transactions, and recording them in the blockchain, the always-growing eternal Monero ledger.


“We are now connected to the so-called mainnet”, I explained to him, “so to say the realm of the normal Monero coins, currency code XMR, where each one is worth several hundred dollars. Now look: I restart the exact same program, all I change is some startup parameter that tells it to connect to stagenet instead of mainnet. Stagenet is a second, completely separate network, with its own distinct blockchain and thus a different kind of coin. Let’s call those coins Stageneros.”


“This extra network is mainly there for testing new software that handles Monero without endangering mainnet and without incurring costs” I explained.


“And?” Alvin was looking at me expectantly. “And Stageneros, despite no technical differences whatsoever, are completely worthless.”


“Says who?” “Well, says the community of all Monero users. There is perfect consensus that the value of each single mainnet coin is about that of half an ounce of gold, whereas Stageneros are worth nothing. Zero. Nada.”


Alvin let that sink in. “Hmm. Really remarkable. Obviously people are able to reach consensus about the strangest things. But tell me now, where does your plan to get rich fit in here? Did you find a way to turn Stageneros into true Monero coins, like those alchemists turning lead into gold?”


I had to laugh. “No, of course not. That’s impossible. But I think the two of us together will be able to shatter the consensus.”


“You mean you will convince people that Stageneros are not worthless after all?” “Exactly.” “And of course you will start to do so after amassing as many of them as you can?” I smiled. “Yes.”





A few weeks later Monero devs scratched their heads while watching the so-called difficulty on stagenet growing to heights that had never occurred before. In most cryptocurrencies miners compete against each other by their computers trying to solve some complicated mathematical riddle, and who solves the current riddle first is allowed to add the next block to the blockchain and pocket the handsome reward that is connected with that. The more miners compete, the higher the difficulty, and the harder to find a block.


Alvin had paid for around 500 computers that all mined now full-speed on stagenet. That made almost all block rewards falling into our hands, and it established a level of security on that network that was a precondition for people trusting it to transact should they finally consider Stageneros valuable.


Those mined Stageneros were nice but of course not nearly enough to get really rich later on, so I switched to step 2 of my master plan and made a posting in the Monero subreddit, the most popular online forum for fans and users of the cryptocurrency, using a brand-new account to hide:





People! I need your help. I am afraid I have identified a serious bug in the Monero codebase that hackers could exploit to create coins “out of thin air” which of course is a grave danger for our coin, given that transactions are fully anonymous and we will never be able to catch those hackers and find out how many fake coins they created.


Trouble is: To check whether the bug is real I need massive amounts of coins under my control, for creating lots of different transactions and see which ones actually trigger the bug. After that I will hand over all info to the Monero devs, and they will be able to fix the bug easily.


How can you help? By sending me all your stagenet coins! The more of those I hold the easier it will be for me to trigger and then document the problem. That’s your chance to finally use all those worthless coins for something positive. Transfer them to the following stagenet address:


51uESYFGfHk3mB9FWeSSZcL1B2G3D29xUbCGEdzboFME61XRmDsj1FYSCcrRYDJj4BUdvEnhz144FF5wcs42QmK1NTNsT73


Help save Monero! Thank you.





A few days after that posting I visited Alvin again for some briefing. Things had not turned out too well. People where quite skeptical about that mystery bug, and the donated Stageneros were coming in, but not in the amounts I had hoped for.


And it seemed we had some copycat on our heels. There existed yet another Monero network called testnet, also with worthless coins and more complicated to connect to, as it often ran on not-yet-public beta versions of Monero daemons, but otherwise open for the same stunt as I was trying to pull through.


Guess what, suddenly several hundred new miners had appeared on that network, and there was a Reddit post asking for testnet coin donations as well: Somebody wanted to organize a “stress test” and check how well a Monero network functioned under a very high load of several hundred transactions per minute, needing - as the story went - many, many coins for doing so.


“I like their story more” Alvin told me when I arrived at his house. “And people seem to agree: Looking at the number of transactions on testnet now I see more people responding to that call than yours.” I had to grudgingly agree. “Yeah, unfortunately people are quite skeptical about that bug and don’t like mystery-mongering anyway, whereas they are positively enthusiastic about a stress test on testnet ...”


“But we don’t care about those free-riders, do we? We switch to step 3 nevertheless?” asked Alvin. I nodded. 





About a week later the Monero subreddit was full of chatter about three cryptocurrency exchanges starting to support a new coin for trading under a symbol of XMRS, which were of course nothing other than Monero stagenet coins.


Almost all major cryptocurrencies had separate extra networks running for testing purposes, not only Monero, but none of the corresponding coins had ever been listed on a public exchange. Alvin had to bribe them into doing so by paying a handsome amount of good old US dollars.


Alvin also was behind the first handful of trading accounts on all three exchanges that offered to buy XMRS by paying 0.0001 XMR per coin in exchange. People could hardly believe what they saw and first mostly stayed on the sidelines in bewilderment, but after more and more trades went through and people were also allowed to withdraw their newly acquired XMR, the market started to take off: Other buyers surfaced, and the XMRS price slowly rose.


Which was nice because the whole endeavor started to get expensive, and without substantial volume in the market we would not be able to sell our massive amount of Stageneros back with a win. But I saw us on the road to success: Stageneros did have value now after all, and speculators would drive the price up in the manner that cryptocurrencies were famous for.





Dear Monero Reddit community! After working towards this day for months, today we very proudly announce monero-testnet-casino.com. It’s the best thing happening to Monero for a long time!


Check it out, we have it all: Roll the Dice. Wheel of Fortune. Plinko. You say there are already many such sites? Right, but on our site you don’t need to bet with real and costly mainnet Monero: As the domain name already says you use testnet coins (XMRT) to play.


What’s the point in this you ask, as testnet coins are worthless? We are glad you ask: To promote our brand-new site until further notice we pay out any wins in real, hard XMR at a rate of 0.0001 per XMRT!


And to those who think that this definitely sounds to good to be true: If you can try out for free whether we really pay out in XMR, and even have some fun with our games while doing so, what is there to loose?


So head over to monero-testnet-casino.com and try you luck!





When I next visited Alvin I found him in a bad mood. No wonder: With that gaming website our testnet competition had found a much better way to kick-start trade with their coins. A respected Monero dev had put up a site where people could trade between testnet coins and XMR in order to play, and it was so successful that it seemed only a question of time before some “real” exchanges would follow, especially as the precedence was already set with our XMRS listings that we had to pay dearly for.


“You know, there is only so much attention to get, and only so much free capital to suck up” said Alvin to me in a somewhat accusing tone. “That gaming website really starts to steal our show.” I kept quiet, not knowing what to reply.


“And see here: They even establish a new name for testnet coins that is better than our cobbled-together Stagenero. They call them Moneretoj.” When I only stared at him, not understanding what he meant, he explained: “They stay true to the Esperanto theme of Monero. Moneretoj is correct Esperanto, meaning little coins.”


“Yeah nice” I mumbled. “Never mind” said Alvin. “What is your step 4 on our way to riches? You do have a step 4, don’t you?” I only silently shook my head.





Soon after this the testnet gang played their next card. A custom version of the Monero daemon had surfaced, and the anonymous creators wrote that it corrected that catastrophic “coins out of thin air” bug that I myself had originally posted about to get people to send me their Stageneros.


That must have been from a page right out of some martial arts instruction book: Use the power of your opponents against themselves.


But this was not all: A carefully planted rumor started to circulate that the Monero mainnet blockchain was essentially a lost case, with the bug impossible to correct there, and that this daemon implemented a secret function for big holders of XMR to directly swap their coins over into the testnet blockchain: Evacuate to testnet, so to speak.


And there were a lot of little details that somehow seemed to support this wild story and made it more believable. It turned out that the mysterious modified daemon connected to both mainnet and testnet at the same time, for example.


Soon the exchange rate of XMRT versus XMR started to explode as more and more people believed the rumors and wanted out of XMR, just in case, with interest in XMRS dropping even harder: Who knew, if the mainnet blockchain was broken beyond repair, maybe the stagenet one was as well?





Alvin had called me to his house for project conclusion and final financial settlement. The party was truly over; the Monero core dev team had arranged an emergency release of the official Monero software that restarted both the stagenet and testnet blockchains from zero, forging new genesis blocks, with all earlier Stageneros and Moneretoj going up in smoke as a consequence.


“700 dollars? 700 lousy bucks? Are you serious?” I shouted in anger when Alvin handed me my share of the spoils. “Yes” he answered calmly. “You are lucky that we broke even at all. Remember, we had a lot of expenses, for all those mining computers, for bribing the exchanges to list us, and for kick-starting trading there.”


“And now for a confession.” He looked straight at me. “Don’t take it personally, it was just good business sense for me not to bet all my money on a single horse. That testnet team, that was also me. Me together with another Monero dev.”


“You bloody bastard! How could you? The whole scheme was my idea. My idea, understand?”


“Yes, of course. But you should know how the saying goes: It’s not about the idea, it’s about execution. And I have to say, your fellow Monero dev executed a lot better. Ah, here he comes, to pick me up and drive me to our big project-end party. Bye, and better luck next time!”


A brand-new Lamborghini Aventador had arrived and was waiting now in the court in front of the house. I could not see the driver, but was able to read the plate number: XMRT 1.


Beware of the Moneros
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I was tired. After several hours of frantic coding I really needed a break. I was improving some multisig transaction handling commands in one of Monero’s wallet programs, with a hardfork fast approaching: A deadline that I did not want to miss. I definitely wanted my code to be in when a new release of the cryptocurrency software would get published, and so I was working overtime.


A “power nap” would have to do. I set an alarm to 20 minutes on my smartphone, put away the computer keyboard, folded my arms on the desk, bowed down to rest my head on them, and waited for my mind to drift and recovery to start.





I was walking with 3 or 4 of my fellow cryptocurrency friends towards an office building. I looked around: It seemed we were in some Arabic or African city. In a short bout of lucidity I understood that instead of dozing or even sleeping through my break I had started to dream almost immediately. Oh my, I thought, now I am really reaching my limits, but hey, this might become fun, let’s see where it leads.


I noticed one of us wearing a T-shirt with an acronym on it: F.R.O.M.A. What did that stand for again? Ah yes: “Fluffypony’s riders of monetary apocalypse”. Cool, so I was a member of the gang who would intervene when something threatened to go seriously wrong monetary-wise, and save the day thanks to the powers of Monero.


That acronym had gone out of favor lately, not sounding good enough and frankly a little silly, so we were known now mostly as “the Moneros”.


We entered the office of some Mr. Tinibu or similar and took a seat. “I am sorry that the finance minister has no time to meet you. He is a very very busy man, please understand. I am his main adviser however, so I can assure you that your time won’t be wasted.” We nodded. They clearly did not take us very seriously around here, it seemed. More fun that way I thought, this guy just did not know it yet.


Mr. Tinibu quickly checked his smartwatch: “I have put away 15 minutes for this talk. I am busy myself, you see” he said, looking quite proud about this. “So, straight to the matter: You wrote you have some interesting offer to make to our government, related to that cryptocurrency you represent.” He frowned. “Ah yes, Monero it is called, right?”


Pete, our most talented speaker, took over. “Thank you, Mr. Tinibu, for seeing us. Straight to the matter, like you said: Your government is very close to put final signature to a credit contract with big international banks, over a volume of more than 50 billion US dollars. Cancel all talks, don’t sign the contract.”


Tinibu blinked. After a few seconds he recovered from first surprise and asked: “What the hell do you mean: Don’t sign the contract?”


“It’s quite simple, actually” explained Pete. “Your country in no way can afford this credit. It will undermine international trust in your economy, and more importantly in your currency. It will devalue, inflation will become rampant, and almost your whole populace will suffer. We won’t allow this.”


Again some seconds of awkward silence until he had digested this. “Are you people crazy? Who are you that you think you have anything at all to say in this matter?”


Pete responded calmly: “We are the Moneros. MON-E-RO-s. Monetary Emergency Ronins. Proudly independent from any masters like those Japanese warriors of old times, and fighting for the people where governments are on the brink on wreaking some monetary havoc, like yours is now unfortunately.”


That was too much for poor Tinibu. He started to laugh out loud. “Ha, that’s a good one. Ronins, huh? Tell me, how will your sorry bunch of silly-named nerds fight anything bigger than a mosquito?”


“If this credit goes ahead we will basically take away control over your own currency from you” explained Pete. “We will show people a better alternative to the quickly crumbling and devaluing government money, and will make sure it’s within easy reach for them. They will switch in droves in no time, believe me.”


“And that alternative money, that will be Monero?” asked Tinibu in disbelief.


“Correct. And in case you doubt our abilities and determination: Please check the website of the big and respected US cryptocurrency exchange Octopus. Today’s main announcement will probably surprise you: They offer a brand-new currency trading pair for your local Franc and Monero, suspiciously the first and only such pair for any African fiat currency. Look up currency symbol XMR.”


We waited patiently until Tinibu had have time to open a web browser on his desktop computer and check the Octopus.com website. “And please also have a look at the order book: There are XMR on sale for Francs with a value of roughly a billion US dollars right now. That is us.” Pete added.


I had lucidity coming back for a few seconds and thought, where would XMR for a cool billion under our control come from just for this stunt here? Impossible. But hey, this is a dream, so onward!


Tinibu asked with a strange mix of worry and hope showing on his face: “There are no trades taking place. Why nobody buys Monero now?” “Well, for now we set the price much too high. We can change that in no time, of course. All depends on your next steps. May I suggest to call your so very busy finance minister now? I am sure he will have some time to spare for this” said Pete with a calm that I could only admire.


A phone call and a few minutes of waiting later we had indeed finance minister Okiro with us. He listened with patience to Tinibu’s briefing about the situation and our demand to cancel the credit talks, seemed to think intensively for half a minute or so and then finally addressed us:


“So, dear Moneros. Nice try, looks like we underestimated you. But if you think you can impress us with Octopus, or even force our hands, you are mistaken, or may I say deluded. One phone call from me to US financial regulators where I have some good friends, and that currency trading pair is already history.”


Pete sighed. “Alright then. You asked for this, you know.” He made some taps on his smartphone, and a few seconds later almost simultaneous notifications could be heard from both Okiro’s and Tinibu’s own personal phones. Tinibu was first to check and read the message aloud he had just received: “Welcome to Biscuit distributed currency exchange. Your trading account is ready and only needs confirmation.”


Okiro however was the one to first notice that something was very wrong here. “The messenger addresses of all high-ranking government members are top-secret. Where the hell did you get them?”


Pete smiled. “I come to that, but first let me say that you can forget about shutting down Biscuit and similar distributed exchanges. They run over the Tor network, pretty much uncensorable and unstoppable. No companies behind them to target either. Your US buddies won’t save the day there.”


“And those messenger addresses. Well, about a week ago we asked around in the Darknet whether somebody happened to hold them and would be ready to sell. What can I say, our questions set a number of talented hackers to work, which stole some very interesting number and address databases from your local telecoms and gladly sold them for hard XMR. We are able to directly address more than half of the population of your beautiful country and make them find their way into XMR trading easily.”


“Tinibu”. Okiro almost bellowed. “Check where the prime minister hangs around. Looks like he has to move his ass over here right now and discuss those credit matters after all.”





Again some notification sounded. It was quite insistent and grew louder. It took me some seconds to wake up and get over my confusion: That was my own smartphone now, back in the real world, with the alarm to wake me up after 20 minutes. Holy cow, what a crazy dream, I really should not program so much, I said to myself. Let’s call it a day, I need more rest. And maybe tomorrow I will get me a F.R.O.M.A. T-shirt printed. Revolutions have to start somewhere, you know!


The Goddess of Numbers
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I was sitting in the hotel room that I had rented for the meeting and was trying not to get too nervous. In a few minutes I would meet Frank Walker, billionaire and cryptocurrency enthusiast, in person for the first time.


A few weeks ago he had become known in the scene as the man who believed a fortune teller that she could reliably predict the Bitcoin price, paid her half a million dollars for a specific prediction, went on to bet the cool sum of 20 millions based on it and lost all because the BTC price moved strongly against him.


Well, today I would present him something better than a shady fortune teller. Much better, in fact.


He would not come alone. Knowing him and his tendency to believe in supernatural and spiritual things all too well, some of his relatives had insisted that a cryptocurrency specialist would accompany him to this meeting and prevent him falling again for a scam easily. It was Walker’s money of course, so this “minder” certainly had only limited powers, but things would get interesting nevertheless.


Sitting cross-legged on the big double-bed was the guru, the star of today’s show; I was merely here as something like a servant. He seemed to meditate in complete calm, which was good - no need for two nervous persons!





“Hmm, strange. I can’t see the hotel WLAN, and I have no mobile reception either.” Mr. Logan was trying to set up his notebook that he had brought with him and connect it to the Internet. I think I had seen him before, maybe on last year’s Monero Konferenco, but without speaking to him. Not important anyway. I handed him an Ethernet cable and said: “Here, try this. The immense mental power of the guru disturbs most radio signals, that’s why so near to him basically only wired works.”


Logan, Walker and I were sitting around the only table in the small hotel room. After Logan was finally online, all was ready.


“Thank you for coming. So, let me get straight to the point and explain what this is all about” I started. “The guru - I will address him simply like that, names are not necessary - is in mental contact with a higher being. There is a word in Hindu religion for such beings, but I always forget it. Let’s just call her a goddess of numbers.” Walker seemed to be very interested already, while Logan groaned a little, as to underscore his skepticism, and then asked dryly: “The being is a she?” I nodded.


“She stretches over countless parallel universes, so to speak, and is able to see through strong encryption like those fabled quantum computers that are forever around the corner. She can do an astronomical number of computations in a short time. Really a goddess of numbers.”


“And the guru can ask her questions?” asked Logan. “Why does a goddess even bother to answer him?” I explained: “In the guru’s monastery back in India there are dozens of monks and nuns that do special mental calculations for hours every day, which pleases the goddess, so she returns some favors.”


“But there’s a problem. With all their time spent calculating, no time is left for earning money. And as even monks and nuns need to buy food and other necessities of life, the guru here went on a mission to secure further funding. At which point you enter the picture, dear Mr. Walker.”


Logan was out with some comments before Walker could say something. “Aha. Or course. You want money. This was to be expected. What will money buy us here? Don’t tell me BTC price predictions, I warn you.”


I smiled. “No. Something much better. The guru, with the help of the goddess, can give you almost total control over the Monero cryptocurrency, which of course could be very lucrative.”


“Yeah, you already hinted at something like that in your invitation” said Walker finally. “This brought me here, after all. But say, how would that work in practice?” Logan added: “Exactly. Show us. Talk is cheap, demonstrate that control.”


“OK. Let’s have a look at so-called vanity addresses, like that special Bitcoin address that contains the word gigabyte”. I handed them a paper with 1gigaByteSVzV6B7aoPdysVaYNfkh87si printed on it. “Mr. Logan, can you confirm that there is no other way known to find such addresses than searching through billions of secret keys and see whether by chance they produce an address with the desired letters? Which of course takes a long time, even with fast computers?”


Logan looked at the printout and then slowly nodded.


“Good. Mr. Walker, do you want a Monero vanity address starting with your family name? The guru will simply ask the goddess for one” I offered. It took Logan only a few seconds to come up with an objection. “Nonsense. That would prove exactly nothing. Trivial for you to prepare such an address beforehand.”


“OK then. What about your given name?” Logan wouldn’t have it. “Same problem. You simply prepare both.” “Well, what about your mother’s maiden name then? I take it that’s not common public knowledge, so hard for me to prepare beforehand?” I looked at Walker.


When Logan looked like speaking up again, Walker gave him a stern look and then said to me: “Please go ahead. Indeed only few people know that. It’s Casey.”


The guru opened his eyes for the first time since the meeting started, took paper and pencil that he had ready at his feet and wrote something. I fetched the sheet and put on the table for all to see. It was a Monero address: 46CaseynvWDDZLcDAaS4apU9R2zcKNYfs16qe642uFbw1F9cc1VQdojHhDgMN2xPguNo9kXyoFHw61KQTZTzvZ2rDqNBksK


“Mr. Logan, would you be so kind and check whether that address is valid? We don’t want to get fooled by some made-up gibberish that just looks valid, do we?” I teased him. After a minute or so of typing he simply muttered “valid” and seemed less than happy.


Walker sure was in a better mood. “Nice demonstration of ability, indeed. But say, how am I supposed to make a profit from such vanity addresses? Selling them for 10 bucks apiece isn’t very interesting.”


I shook my head. “No, no. That was just a nice trick to warm up and get your full attention.” I put a big sheet of paper on the table. It was a very detailed multi-color picture of a complicated fractal, geometric forms within similar such forms, seemingly into infinite detail.


“Such beautiful mathematical things please the goddess immensely” I explained. “It’s the data of a single block from the Monero blockchain turned into a mathematical formula describing a fractal, which was then evaluated and printed. The guru will show it now to her, she will pick one of the transactions in that block from the look of the fractal, and tell us the secret keys that are needed to control the receiving address.”


Walker seemed intrigued. “How will she get to see the fractal? By looking through the guru’s eyes?” “Exactly” I confirmed and handed the guru the sheet. It didn’t take long, and he began to write down a row of words on paper: verification succeed biplane cabin cobra wallets plywood clue ourselves suddenly anecdote leopard around lyrics anecdote puffin ponies woken hubcaps payment being yahoo spiders tedious succeed.


“Mr. Logan, that’s the seed that you can use to restore a wallet which will give you control over all the Monero that were moved by a transaction in the block in question - if they are still there of course. But you should at least be able to see that the transaction indeed happened.”


The whole wallet restore process took a few minutes, but then Logan looked at both of us and said: “Hmm. There are coins for maybe 30,000 dollars waiting at the address that this seed encodes, and most came in by a quite recent transaction.”


Walker smiled, but of course Logan did his best to spoil the fun. “Interesting, but how do we know that fractal is not just all show, and you simply handed over one of your own wallets?” I responded calmly: “Would I really, at this point, with you not yet committed to anything at all, put 30,000 dollars of my own money on a silver platter, for you to grab if you feel like it? How probable is that?”


Logan still did not look convinced, but Walker seemed to buy my argument. “Really impressive. Who would have thought: All that security and privacy shattered to pieces by a goddess and a guru. That answers my question how money could be made here alright. But say, if I take that money now, and repeat the process for more transactions, that’s stealing plain and simple. I did not come here to get turned into a criminal.”


I nodded. “Understood. I didn’t want to suggest that. I was thinking of searching for addresses where the owners long ago lost access to them because not holding the private keys anymore. I imagine if you go back to 2014 and 2015 when Monero was not yet worth much, and people not yet experienced handling their coins, you will find many such addresses, amounting to a small fortune that is truly lost, unless you a have a goddess helping you to unlock it of course.”


“Anyway, you may still feel that this is not right, and that’s why I prepared something else as well. I will show you how to easily mine Monero blocks to earn block rewards and transaction fees from them. The guru will ask the goddess now for a nonce value that will produce a hash for the next block with the required difficulty, to demonstrate that.”


“Well, I don’t understand all the details about mining” Walker said. “Mr. Logan: Does that sound right, on a technical level? Magically coming up with a single number, with that nonce value, early enough of course, before any other miner does, will win me a Monero block and all connected rewards?” Logan laughed while nodding. “Jesus, this gets more fantastic by the minute. A goddess executing RandomX programs, in a million parallel universes I suppose, faster than any technology here on Earth. Go ahead, show me. I can hardly wait to see.”


“It will be a pleasure” I answered. “Please use a web browser on your computer to display a Monero blockchain explorer with the list of transactions waiting for the next block and then put your computer in front of the guru, so he will be able to show the list to the goddess through his eyes.”


3657434356: That was the number the guru had written down after only a short glance at the notebook’s screen, of course earlier than the next block had actually been found. When the blockchain explorer finally showed the arrival of that block, after nearly a minute of us all waiting tensely in silence, Logan checked, and indeed: Its nonce was 3657434356.


Now Walker’s face seemed to almost glow with excitement. “Fantastic! Name your conditions.”


“1 million USD in XMR, paid upfront right here after we reach agreement. The guru will help you then earn XMR for at least a year. Half of that will go to you, the other half to the guru’s monastery in India.”


“Stop! Not so fast.” Of course Logan had to intervene. “You can correctly recognize almost any scam by simply applying some good old logic thinking. So, my dear, please explain me this: If your guru is able to get access to all those heaps of XMR simply by mentally chatting with a lovely goddess, why bother us at all? How would it make sense to ask us for for a paltry million dollars? Just let the guru earn all the money his monastery will ever need, and leave us alone.”


“Very good question!” I said, a little over-enthusiastic, feeling good that my solid meeting preparation paid off so nicely. “I will gladly answer it. The guru is a deeply religious man, and his religion tells him that it will amount to a grave sin if he directly profits from all this. It will greatly diminish all the good karma that he accumulated over many lives and rebirths and put the nirvana far out of reach again for him. If only other people profit from what he does, it’s still a sin, but a much smaller one, and he will gladly face the consequences for the good of all his brothers and sisters.”


Logan didn’t counter, seemingly not able to topple this explanation right away, which gave Walker a chance to take over: “Don’t bother, Mr. Logan. I have seen enough wonders in the last half hour to make me a believer. Mr. Brunner, please give me the XMR address for transferring that million.”


“Certainly. But let me tell first about an exciting alternative offer: If you pay 10 millions instead of only one, the guru will teach you how to talk to the goddess yourself.”


“Really? Ohhh! That would be possible?” I nodded. “Yes. The guru confirmed me that it’s not that difficult, once you know how of course.”


After this revelation Walker sat just there and seemed to stare into the distance. “Er, Mr. Walker. It just dawned on me that this mining stunt can’t possible work. That must have been fake somehow.” That pesky Logan again. “The required nonce value is dependent on every single bit of the transactions in the block, and you can’t see all those bits by glancing at a simple transaction list on screen. Mr. Walker, you understand? Completely impossible!”.


But fortunately Walker seemed to ignore Logan completely now. “Alright. 5 millions in XMR now, and the other 5 millions after my first successful chat with the goddess. Deal?” “Deal.”


“This is so beautiful!” I was startled, and it took me a moment to realize that it was the guru, speaking for the first time since the meeting started. “4217777777! Did you ever see such a nice nonce value?” When I looked at him, understanding nothing, he added: “That’s an alternative nonce value for the Monero block that we had before. If you replace 3657434356 with 421777777, it still works. Aren’t numbers beautiful!”


We all laughed, feeling the whole tension of the meeting melting away - except poor Mr. Logan of course.





“Cool story, grandpa. Finally I know how you came to be such a big Monero holder.” I had decided to tell my grandson Michael how I got rich all those years ago, by making a gullible billionaire a little less so. In my family he was the only one with a real interest in cryptocurrencies.


“But you can’t stop now. Tell me how you did it. Certainly not by talking to a goddess, eh?” Michael looked at me expectantly, and I smiled: “No, of course not.”


“We had indeed prepared that Casey Monero vanity address beforehand. Together with about a dozen other ones, to have leeway. We had paid some money to a private detective to find out suitable words from Walker’s more private life. During the meeting we just had to make sure to move steadily forward and not give Logan time to recognize that only a completely random word would have ruled out us preparing beforehand.”


Michael nodded. “Not too hard, yes. And that trick with the printed Monero block? Finding and decoding transactions by looking at a nice fractal?” “Well, technically that was even simpler, nothing to do with the printed block itself. Like Logan suspected it was one of my own addresses with XMR for 30,000 dollars on it that I gave them. The trick so to say was to dare something unexpected that scammers rarely do: Putting their own money on the line.”


“No risk, no fun!” Michael laughed. “But how did you fake that feat with mining a Monero block by simply looking at waiting transactions?” “That was the most difficult one. Remember how Logan had to resort to using our Ethernet cable because wireless did not work? We had installed a signal jammer in the hotel room just for that. When he checked the nonce of the block in question, he did not look at the true Monero blockchain explorer, he looked at a doctored one running on a small server at the end of that cable. No wonder that block had the correct nonce: It wasn’t the true block at all.”


“Alright. Good preparation certainly pays off” Michael said. “And who was the guru anyway?” “He was a friend of mine from university that happened to look more or less Indian because his mother was from there. He got a very nice million for his little role; I took the other four because it was all my idea, and I had prepared almost everything. That ‘guru’ really did not know much about Monero!”


“So what then about the alternative nonce from the guru with a row of sevens? 421777777, right?” Michael asked. “Not sure, that was nothing that I had prepared. I guess my friend got carried away and also wanted to contribute something to the show!”


“Ok then. Astonishing how simple everything was. You really don’t want to know how magicians do their tricks: It spoils all the fun!” Michael laughed. “Ah, can you do me a little favor, grandpa? Please look up the number of that block you ‘mined’ during your show and mail it to me later. Just to have the story complete.” “Alright, grandson.”


Two days later I got a reply mail from Michael. It completely took me aback and my mind returns to it now and then ever since: “Hello grandpa. Thanks for the number of the block. I checked, and you know what: 421777777 is indeed a valid nonce value for it. For the actual block as it is recorded in the blockchain. I am not sure what that means, but if you ever see your Indian friend again, get him to pass my regards to the goddess of numbers.”


100 Generations


Author's comment: The type of spaceships that this story revolves around fascinates me for nearly all my life already. The possible Monero angle came of course much, much later.


Keywords: Science fiction, adoption


“Interested in designing and implementing a new cryptocurrency for use in a very special environment? Contact Telegram user @100generations”


That was already the whole Reddit message. It must have been years since the last similar one to me, probably since 2018 or so when new cryptocurrencies were announced almost daily and people able to program and develop them further in high demand. This fact and the mysterious “special environment” mentioned made it impossible for me as a curious person to just delete the message, and shortly afterwards I had my first chat on Telegram with “100generations”:


“We guess from your short stories that you must be interested in science fiction, and so you are probably already familiar with the concept of ‘generation ships’, right? Well, maybe you won’t believe us, but we are in the process of building one. It will leave Earth in about two years.”


Generation ships are indeed a fascinating concept. The basic idea: Current human technology does not allow to build a starship that can reach other stars with habitable planets in any “reasonable” time. Forget “warp drives”, “hyperspace travel” and similar things invented by science fiction authors to conveniently write that pesky problem away: A few percent of the speed of light is all we can currently hope for, with travel times to even the nearest stars measuring not in years, but in decades or even centuries.


So, what to do? In principle, very simple: You build a ship that is something like a miniature Earth, containing a complete and fully independent ecosystem, were hundreds of people can live their lives, rise children, that later will have children again, over many generations, all while the ship slowly makes its way towards the stars. With so many people having interesting and fulfilling lifes on board, what does it matter that the travel takes half a millennium? Eventually you will arrive.


After all, nobody is complaining that Earth isn’t going anywhere!


But build such a ship, like right now, with a departure in two years? And even manage to keep everything secret because I certainly had never heard about such a project actually running? No way. But hey, nice story in any case, let’s see where this leads. I decided to play along:


“Yes, and yes. Yes, I know about generation ships. And yes, I don’t believe you. But never mind. A first question: What do you need the cryptocurrency for? I hope you don’t want to issue new coins to finance the project. I tell you right away that I am not interested in ICOs.”


“No. The ship costs billions, no way to get in such an amount with a coin offering. We need an on-board currency for the 5000 passengers. We are on the lookout for about 5 capable and innovative people that design a cryptocurrency for us that may serve well in such an environment. We will then pick a winner who gets a lucrative contract to implement it.”


Surprisingly that made some sense, and it took me half a minute of thinking it through to come up with my next question: “Why don’t you just issue 5000 credit cards? Why a cryptocurrency?”


“Good question. Quite in general we want to minimize the chance that the on-board society degenerates into something bad over time, like a dictatorship. Any centralized money-issuing agency would be dangerous and a tempting target for power-hungry people. Better distribute power as much as possible. A cryptocurrency comes in handy here: Let all people be their own bank.”


“Right. I think in the meantime I also understand your user name: You expect to be on the way for 100 generations?” “Maybe, yes. The ship is expected to reach the first destination star after 400 years or so, but without any guarantee for a good planet to settle there. Thus it may have to continue its travel. Anyway, ’100 generations’ sounds a lot cooler than ‘20 generations’ ...”


I must confess that I was already hooked. Never mind that with a very high probability this backstory was completely made-up, but designing such a currency was an interesting task in any case. Now just don’t sell yourself under value I thought, and after some hesitation wrote: “Interesting. I’m in. Under one condition: I get paid for the design already, whether winning the contest or not”. “No problem. Tell us your address, we will pay half the XMR for the design in advance.”


Well, what can I say, that was reassuring because scammers rarely pay in advance for anything, and for a good job I take money even from completely crazy people. So I went to work to design an interstellar cryptocurrency!


Quite early it was clear to me that a fully private cryptocurrency like Monero was a good starting point. A ship for 5000 passengers must be rather big of course, but people would be in close contact with each other for their whole life nevertheless. Like close-knitted rural communities in earlier times where people came to learn almost everything about each other.


All the more important to empower them to keep at least some things private, like personal financial matters. No “Bitcoin Interstellar” then: I certainly don’t want to broadcast the amount of my current private wealth to all 4999 fellow passengers each time I pay something.


With a new cryptocurrency there is always the question how it gets into the hands of people after launch. In the frantic bubble years of 2017 and 2018 many bad things had happened in this regard, with teams of programmers alloting large amounts of coins for themselves before the broad public had any chance to mine or buy them, a process that became known as “premine”.


Many people saw this as a sort of scam, a blatant attempt of cryptocurrency devs to become rich quickly, and the Monero community was somewhat proud that their currency had been launched fairly in 2014 without such machinations.


This would not work here however: You can’t launch 5000 people into space with empty hands; some sort of initial distribution of funds is a must. I designed an additional feature where every passenger can have as many wallets as they want, just like with original Monero, but exactly one of them would be their “primary personal wallet”, tied to a single private key handed to them before take-off, and they receive their initial coin allotment into this special wallet.


What to do if something destroys the balance of the system? Much can happen in centuries. Somebody could find a bug in the software or a loophole in the cryptography behind Monero, make millions of coins for themselves out of thin air and cause so much inflation that the currency becomes basically useless.


So I came up with a voting mechanism, with one vote per person through their primary personal wallet, that was able to easily reset and restart the whole currency at initial distribution state after a majority vote. Somebody had of course to correct the inflation bug beforehand, but this was not my problem as a designer!


After thinking through how I would modify the Monero codebase to support those additional features, and estimating how long it would take me to program them, I submitted my design under the name of “Monero Eterna” to 100generations. Guess what, I won and got the building contract.


After final code delivery a good year later I never heard from them again, and no coin based on it ever made a public appearance. Nobody had started to build a generation ship either, as expected all along. Somehow it felt to me like the whole episode had never happened, with my interstellar Monero fork being nothing more than a funny dream.


Until that day when a fellow Monero dev contacted me on IRC: “Do you want to hear the latest Monero-related rumor?” “Sure, anytime.” “A large group of the world’s wealthiest people builds a top-secret refugium deep underground. Completely autonomous. They have their own atomic power plant down there, with enough fuel for centuries. And even room and light enough to farm and produce all the food they need.”


“Wow. Thinking big! I wonder where they put all the excavated material? If you bring that up to the surface nothing is secret anymore. And think about all the excess heat produced that they must get rid of somehow. Does that even work?”


“Rumor says they build near the sea, at a place where the continental shelf is almost vertical, and use a tunnel to simply throw all the rubble into the deep, and take in sea water to cool.”


“Hmmm. I have heard stories that were a lot stupider than this. But why should billionaires want to hide there?” “Because they are afraid that sooner or later current civilization will blow up, and they want to simply sit it out in safety. They prepare to stay there for freaking centuries. The project name seems to be ’100 generations’.”


Needless to say that reading this struck me like lightning, and I waited so long to type anything more that my colleague finally asked “Are you still there?”


I guessed the answer to my next question already, but of course I had to be sure: “Yep. And all very interesting. But where is the Monero angle in this?”


“Easy. That underground community even has its own currency. Aaaaand ... imagine! It’s a fork called ‘Monero Eterna’.”


Burn it Down


Author's comment: When an attempt to outsmart an attacker with a deep-dive into Monero's origin history backfires and comes a bit too close to the (invented of course) truth for comfort.
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For me the whole affair started with a message from my friend and fellow Monero developer Leo: “Can you believe it? Somebody promises a large bounty for the best proposal how to bring down Monero.” The link he had included pointed to a website in the Darknet, so I needed to switch to the Tor browser to access it. After reading the announcement it became clear to me why hiding behind strong anonymity was probably a good idea: You could easily see this as preparation of a criminal offense.





Monero, beware! I am Mo-Nero, and I will burn you down!


I hereby announce a bounty of 1 BTC for the best idea how to inflict any kind of substantial damage on the Monero cryptocurrency. Find a way to let its price on the exchanges tumble. Tell me how to scare away as many open-source developers as possible from working on it so further progress will halt. Come up with a mean trick to close down their subreddit so the community loses the most popular place for discussing their beloved coin. Or how about a credible rumor about a bug in the code running their blockchain to shatter confidence in the currency?


Send your proposal to mo-nero@protonmail.com. Don’t forget to include a Bitcoin address in case you win.


But consider: This is not a joke. This is no “what if” scenario contest for some harmless creeps. I WILL EXECUTE THE WINNING PROPOSAL. Therefore only ideas have a chance to win that I can actually pull through with reasonable cost, effort and probability of success.


To prove that I am serious and not just some lunatic writing nonsense as a pastime I will start soon the largest denial-of-service attack against the network of Monero nodes that ever took place.


All in all, better sell your XMR before handing me your best idea how to burn down that coin. You have been warned.





People joked on Reddit about this and tried to outdo each other with nonsensical ideas they wanted to propose, until the announced attack against the network really took place and made Monero almost unusable for several hours. That was also the day my brain started to work in earnest and after a while came up with an idea how to strike back.


“Hey Leo! I want to win that Mo-Nero bounty, and I need your help there.”


“What? You want to submit an attack idea? Are you crazy? Programmed too much C++? Debugged through too many nights? Pizza overdose?”


I laughed. “No, nothing like that. I think I found a way how to win the bounty first and then turn the tables on Mo-Nero.”


“Interesting” Leo wrote back. “Tell me more.”


My approach went like this: Fabricate fake but convincing evidence about something that would, if really true, undermine confidence in Monero a great deal, submit that, hopefully pocket the 1 BTC bounty, and after Mo-Nero made the evidence public demonstrate it to be fake and clearly without any merit, to embarrass them and damage their credibility.


Leo was skeptical at first: “Well, sounds dangerous and is not guaranteed to work. But anyway, what is that terrible, terrible secret about Monero that we will reveal?”


“The NSA created Monero.”


Fact is that to this day nobody knows where the technology behind Monero really came from. Somebody with a pseudonym of Nicolas van Saberhagen had published a so-called “whitepaper” towards the end of 2012 describing the cryptography that makes Monero so powerful, more or less out of the blue. That design had allowed to build cryptocurrencies that were much more private than the pioneer Bitcoin, with Monero becoming the most popular among them over time. Van Saberhagen never revealed their true identity.


The background story I had invented: The NSA and other US agencies like the CIA wanted an additional way to transfer funds to agents and certain “friends of the USA” around the world and saw cryptocurrencies as a possible tool for doing so. Bitcoin was considered first but then rejected as not private and secure enough, so the NSA created its own cryptocurrency with much better privacy to make the flow of funds virtually undetectable.


In a way this invented story was similar to the fact that the US government helped fund the development of the Tor network with substantial sums of money: A network for completely anonymous communication and with watertight security was a very valuable tool for the US secret services, regardless of who else would use it beside them.


Leo liked my idea: “Hah, I almost start to believe that NSA origin :) But what’s your idea for the fake evidence? How will that look exactly?”


“I was thinking about constructing some fake e-mail exchanges: First some NSA big shot and an NSA cryptography guru mail each other to discuss the desired properties of the cryptocurrency to design, and later the crypto guy mails with the head of the internal dev team that implements the whole thing.”


“Alright, sounds good. I think we could construct the necessary e-mail conversations step-by-step quite easily by posing as the persons involved and write each other corresponding mails in turn. I will be Saberhagen, of course.”


I laughed reading this. “Of course, Leo van Saberhagen. You know more about the actual cryptography than me anyway, so that fits. By the way, for maximum damage of these revelations to Monero it will become clear that the NSA director insisted on a backdoor or at least a kill switch for the network that was never detected and is still in there.”


And so we went to work.





After a few days we almost got carried away and invented more and more explanations with an NSA spin for things that had happened in Monero’s true and well-documented early days:


Monero had not been the first implementation of the van Saberhagen technology; that honor went to a cryptocurrency called Bytecoin. Well, did you know? First Bytecoin really was on track for release as the NSA coin, but then some developers from their team became greedy, went rogue, published the currency early and created so many coins under their own control to enrich themselves that Bytecoin became forever tainted and too problematic to use for the NSA.


Enter act 2: A dev called thankful_for_today derived a fresh cryptocurrency from Bytecoin and called it BitMonero. You probably guess it by now: Also from the NSA of course! A little later they started to act like a true asshole on purpose until a team of 7 open-source devs that had nothing to do with any secret service took the currency out of their hands and renamed it to simply Monero. That team overlooks development to this day, to the delight of the NSA in a very good way and towards even greater privacy.


Later we deleted all those story ornaments again that only diluted the core message.


Leo reminded me that a final puzzle piece was still missing however: “How will we later demonstrate to the world that the whole story is fake from start to finish?”


“I saved our collection of e-mails once each day as it was growing piece by piece. If we publish that archive it should become pretty clear that we wrote everything.”


“Not bad. But I think I have something better. Look at this:”


He had appended one of our invented van Saberhagen mails to his message. Its text carried a cryptographic signature now. Such a signature can prove who wrote a piece of text, allows to check that the text was not modified in any way since it was signed (otherwise the signature would become invalid), and also contains a timestamp. It’s not clear from the encrypted signature alone who signed however - before you can check with somebody’s public key whether a signature is valid or not you need to know which key to use.


I was intrigued. “Who has signed here?”


“I could get one of the most prominent and famous people of the Monero universe on board. He will sign all the Saberhagen mails for us before we submit them. The signature will later prove beyond reasonable doubt that the mails are new and fake. The whole thing is much to his taste, he accepted to help almost without hesitation.”


“Splendid idea, but who?”


“Fluffypony.”


Soon after this a rumor started to circulate why Mo-Nero hated Monero and its community: There had been a period of a few months when a fleet of around 5000 special-purpose machines dominated the “mining” of new coins, so-called ASICs, until those suddenly became completely worthless because the Monero developers put a new mining algorithm into service.


It seemed Mo-Nero had financed those ASICs and had not been able to break even until they became very, very expensive paperweights by the algorithm change. It was unclear however why they had waited so long until seeking revenge.


We finally submitted everything to Mo-Nero and started to wait.


Nothing happened. No attack, no news from Mo-Nero, nothing for weeks.


Until that day when Leo and I both received a short private message on Reddit:





Dear rbrunner7, dear monerocat,


I have read with quite some amusement all your fabricated e-mails I am supposed to have written 10 years ago. Mo-Nero told me he would probably have used them if we didn’t intervene and convince him to never start any attack against Monero again. The reason should be obvious. I thus count on your silence as well.


Nicolas van Saberhagen





The message carried a signature. Guess whether it was valid or not.

GhostX


Author's comment: When researching facts for this story, I couldn't find any technical reason why my fictional scenario should be impossible. I claim it could work, at least in theory.
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Something was wrong in the little world of the Monero cryptocurrency.


Monero is a so-called proof-of-work coin. For a simplified, non-technical explanation imagine thousands of people around the world letting their computers run a special program called a “miner” that is able to solve something like devilishly complicated mathematical puzzles. With Monero there is a new puzzle every two minutes on average, and whoever solves one first pockets some Monero as a quite handsome reward.


So what was wrong? After a long period of stability the total computing power directed at the Monero network had been rising steadily over the last 3 months and was now about 50% higher than the longtime average. Either a lot more computers than before were running Monero miners now, or something new was running out there that was much better at solving the puzzles. Trouble was: There were no clear indications for either possibility; the rising so-called hashrate was a mystery.


The network reacted to this as it was designed to do: It made the required puzzles harder to solve. This rise of the so-called difficulty was the mechanism to keep that two-minute average waiting time between solutions appearing.


Earlier in Monero’s history some companies had been able to build single-purpose machines called ASICs that with comparable hardware costs were dozens of times faster at mining Monero than anything that the broad public had at hand. The resulting imbalances were dangerous for the secure functioning of Monero as a currency, and so a quite clever new type of puzzles was introduced to make building such ASICs as hard as possible.


The underlying technology is called RandomX. The basic approach: Define something like a “fantasy” CPU with an invented instruction set. Monero puzzles become programs for that virtual CPU, and mining basically means executing those programs as fast as possible. The “real” CPU in your desktop computer or notebook is able to simulate the RandomX CPU quite easily.


The assumption was that nobody would be able to build a device that was markedly faster than existing consumer CPUs at the job, as that would mean to beat industry heavyweights like Intel in the field of their core competency to a incredible degree: Nobody builds CPUs that are many times faster than what is on the market just like that, with whatever instruction set.


That’s why RandomX had stood the test of time - until now.





There was a second remarkable thing that had happened over the same 3 months in the little world of Monero mining, which of course was very suspicious, but despite numerous attempts nobody had been able to connect any dots: A new miner called GhostX had appeared and pushed the established ones aside because it was faster and thus more profitable.


The initial version, roughly 5% faster than the competition, had not yet convinced many people. GhostX was a so-called “closed source” program which meant that people had to trust its anonymous creators to be honest and not let the program secretly mine for themselves during a fraction of the total run time. Few people were ready to take that risk for the promise of a merely 5% bigger payout, as most other miners were “open source” and allowed people to check themselves everything was right with them.


Things began to change a little later when a second version of the miner was a quite surprising 10% faster, but still most people stuck to their tried-and-trusted programs. They only started to migrate in droves when GhostX 3.0 finally offered a crushing 15% speed advantage over everything else.


The RandomX creators and other mining specialists found all this quite puzzling and unnerving. Some of them could imagine that clever code optimizations were able to achieve such a speedup, but the whole thing strained credibility big time. Unfortunately so far nobody had been able to directly “look inside” the program to find out how it was done because it was encrypted.


That was the point when I decided to try my luck, despite being quite a newbie in mining technologies and RandomX. You never know without trying, blind chicken and all!


Alright. If something was not right with GhostX, what would it be? As already mentioned: It would probably do what people called “stealing hashes”, meaning secretly diverting some percentage of the results to its creators. Like only working 80% of total run time for the owner of the computer, with 20% of all mining revenue leaking out.


Such diverting of results should be visible as some extra data transfers, going secretly out from the miner to its masters. So I installed a network traffic analysis tool alongside GhostX and started to look out for anything suspicious. After seeing nothing in this direction for hours I finally became aware of a difficulty:


A miner normally transmits dozens of results per second to the connected pool server, despite almost all those results not being correct solutions of the puzzle at hand, just to prove to all fellow co-miners that it was indeed doing its work and thus was entitled to a share of the spoils should anybody within the group of miners find a solution.


This would not matter for a cheating GhostX however; no need to prove to its creators it was honestly doing its work! Just transmitting correct solutions would be enough, and for each individual instance of a miner this would mean waiting weeks on average until it hit the jackpot with a correct result and transmitted a single packet to some suspicious destination.


Well, waiting for this to happen did not work, obviously.





It took me a few days to come up with a solution. I set up a fake mining pool and connected GhostX to that. The miner got to hear the following good news: “You won’t believe it, today the difficulty on the network is very, very low, the puzzles to solve are really a piece of cake. Quick, try your luck!”


The trick worked: It seemed the creators of GhostX had not foreseen it, and while running with the wrong assumption of a ridiculously low difficulty my instance indeed transmitted numerous packets to a second IP number, bypassing the mining pool.


With this result in hand it was time for me to recruit the help of my colleague Paul. He is a computer security professional and dissects sophisticated trojans and viruses to learn how to detect and defeat them even before breakfast. Maybe he would be able to find out something about the owner of the IP number, and more importantly crack the miner’s encryption to look inside.


While I waited for results from him I started to wonder. I was quite sure that the “public” part of GhostX in itself had to play fair, more or less: All those GhostX instances correctly solved puzzles and earned Monero for their operators. Anything wrong in this regard would get noticed pretty soon.


But how could this leave any worthwhile amount of results to divert to its creators? Wouldn’t this mean that the true computing power of this miner was even higher than the visible and already very remarkable 115%?


So I calculated an estimate based on the results from my fake low-difficulty mining pool, assuming each secretly outgoing packet was a correct puzzle solution. I was in for a shock: Overall it must be over two times faster than all the rest!


I had no idea whatsoever how on earth that could be possible. But I realized that with so much raw power at hand it had been easy to drive up the visible performance of GhostX to whatever level necessary to get people to switch: Only adjust the ratio between open and hidden mining until people bite, done.


“There is some heavy anti-inspection technology at work in that miner” Paul reported back a few days later. “In fact, I never saw something like this. Maybe I will make GhostX the subject of my next talk at the Black Hat conference.”


“But I was also incredibly lucky. A program ran amok on my computer and gobbled up all available memory while GhostX was starting. Exactly after it had finished decrypting itself but before it could order the operating system to keep it in RAM at all times to protect itself against analysis, it got swapped out to disk where I could have a free look at its code in the clear.”


“And you won’t believe what I learned from this! Recent Intel CPUs implement a second instruction set. A full freaking new instruction set is hiding inside there, without anybody being aware as far as I can tell. Implemented in microcode and thus with the full power of the CPU at its disposition to execute instructions, like virtual memory management, caches and all that. Unavailable and invisible until a program authenticates and unlocks its use using a cryptographical key, that’s why it’s impossible to just stumble over it.”


“Hmmm, cool. But what is now the connection between this and GhostX mining Monero?” I asked back, dumbfounded.


“GhostX contains and uses that key. And try harder, you really should be able to guess what that instruction set is!”


“Ah. Of course. RandomX.”


“Exactly. These CPUs can execute RandomX instructions natively, without any time-consuming emulation layer like conventional miners are forced to implement and use. I did not benchmark, but I estimate that mining using native RandomX instructions more than doubles the speed, even if you include everything else like jumping in and out of RandomX mode, network overhead and so on.”


“And there really is room for all this additional stuff in the microcode memory?” I asked.


“Yes. Those ROMs are pretty big nowadays, and RandomX instructions are not that complicated if you have the full machinery inside a modern CPU to use to implement them.”


“Interesting. But this must be an inside job, right? Only people from the core microcode team deep inside Intel can pull off such a stunt.”


Paul agreed. “Certainly. And you also need quite some patience, to wait until enough of those CPUs found their way into computers all over the world. By the way, I have a hunch why they call their miner GhostX. That additional instruction set is like a ghost in the machine.”


So here it was finally, the solution to the mystery what was secretly mining Monero with almost half the computing power of all other miners combined: GhostX instances, using Intel CPUs like some kind of RandomX ASICs. The Monero community would freak out when this became public.


I remembered the IP number that GhostX used to “phone home” and asked Paul about it.


“Ah yes, of course” he replied. “That IP number alone does not tell much: It belongs to a small cloud server company in the US. But never mind: Some technician there owed me a big favor because I once saved his ass by finding a trojan in their internal network that he had unwittingly installed with a careless click himself. He revealed to me that somebody from Intel rents the particular computer in question.”


Which of course was no surprise anymore, but a nice confirmation.


“Please, let me brag a little about cracking GhostX to the authors before you make everything public” Paul asked me. I saw no reason why not, and so we placed a message to them in the biggest online GhostX discussion forum where they would surely notice it, especially because we did not put it there as plaintext, but encrypted with the same key GhostX used to unlock the RandomX instruction set when mining.


We did not have to wait long for an answer, which contained a surprising offer: 20% of all revenue that resulted from stealth Monero mining by GhostX for me and Paul in exchange to keeping quiet and letting the whole endeavor continue to run.


I confess that I was quite tempted to go along after a quick estimate had shown that this amounted to some serious money flow, and Paul told me he wouldn’t probably lose too much sleep either after taking the offer.





But then something happened that more or less forced our hand: Yet another miner surfaced. It called itself GhostXBuster and was 5% faster still than the latest GhostX version. We knew what this meant: Somebody else had managed to crack open the miner and also used the ghost in the machine that the Intel microcode team hat put in there.


This was getting out of hand fast and simply too dangerous for Monero. I decided to silently contact the Monero Core Team to reveal everything, so that the next major Monero version could change the RandomX instruction set to make “native” mining on Intel CPUs impossible and level the playing field for everybody again.


So at the end Paul and I did not get rich from all this, but we received a handsome bounty from the Monero Vulnerability Disclosure Program, which was nice.


Monero-3


Author's comment: Learn some interesting facts about black holes, quantum entanglement, and Monero addresses in a single short story. But beware: Some of it is merely fiction of course.


Keywords: Science fiction, cryptography


In March 2020 astronomers reported the detection of a black hole in the star system HR 6819 which was quite remarkable because that star system is visible to the naked eye. With a distance of slightly over 1,000 light-years this became the closest known black hole, more or less in our backyard, given that our galaxy is over 100,000 light-years across.


In the following years many more black holes were detected, nearer and nearer to the Sun. Scientists developed novel methods to find them, and sophisticated satellites were deployed to aid the search. When a new kind of “mini black holes” turned up that seemed to be very numerous throughout the whole galaxy, the hunt for them turned into a veritable scientific frenzy.


When everything was over the nearest known black hole was so close to our solar system that with current technology a probe would be able to reach it in about 500 years. As cosmic travels go this was incredibly quick, but astrophysicist had to discover that the broad public did not share their enthusiasm: A return of investment in 500 years interested almost nobody.


They went on to investigate them from afar nevertheless. After all there were a number of important questions still unsolved, among them the so-called information paradox: It looked as if black holes destroyed information (in a very broad sense of the word) by swallowing matter and making it completely inaccessible for all eternity from then on, whereas a lot of other results in physics gave the impression that information, like energy, is indestructible.





The Monero cryptocurrency went through turbulent times: It had caught the eyes of the world’s billionaires. The price made huge jumps up and down as they started to buy and sell XMR to the tunes of many millions of USD. And as a surprising side-effect Monero vanity addresses became all the rage as those people tried to outdo each other by controlling the most extraordinary such address.


If you create a fresh Monero wallet it normally gives you an address (something like an account number for your coins) that consists of 95 random and meaningless letters and digits taken from a set of 58 characters, like so: 44nwNLkR1HZcnnreVnW5mdSowoXDgd8AUQ8p89nzQs9Mb5tm4khMmDrKoUYg6CahnWdMA3vzgENbTH5sSPTJ8Mhg2Hesp3P.


A vanity address on the other hand is one that contains some easily recognizable and “nice” parts, e.g. a row of identical digits after the initial 4 (fixed and required for technical reasons), like 47777777W5mdSo..., or words.


It’s impossible to simply calculate your desired vanity address in some direct way. You have to generate addresses completely at random and check each of them whether by pure chance is has the property you desire.


Take for the example an address starting with seven sevens: How many addresses would you have to generate on average to stumble over one that starts this way? For a rough estimate consider that there are 58 possible digits for every position, and 58 multiplied 7 times by itself is over 2,000,000,000,000, 2 trillions.


It gets worse: That’s not 2 trillion simple additions or multiplications. Each time you start with 256 random bits making up the so-called spend secret key that gives you control over your coins, hash that to a second secret key, go with both keys through a complex mathematical operation called elliptic-curve scalar multiplication to get public keys, and finally encode the concatenated public keys in that special Base58 system.


Monero addresses with long recognizable strings in them are incredibly costly to find, which makes them special and thus a good vehicle for rich people to impress others.


I myself as a Monero developer got sucked into this when Gruner, a billionaire from the country I live, asked me for help: He had already hardware for thousands of dollars running doing nothing else than generating Monero addresses, and still the “nice section” of the best vanity address found so far was one digit in length behind the current #1 address of his arch-enemy Fischer in Germany, a fact that bothered Gruner immensely. Alright, I said to myself, that’s quite an interesting challenge, and took on the job.





There is a fascinating phenomenon in physics called quantum entanglement. There are ways to create a pair of elementary particles like photons or electrons that result in some sort of bond between the two that holds over an arbitrary distance, even over light-years, although it's of course not yet possible to test over such distances with an actual experiment.


An explanation of the phenomenon that takes some liberties and inaccuracies in order to be short and simple:


Some elementary particles have a property called spin. You can imagine them as a spinning top that can either spin clockwise or anticlockwise. In the full weirdness of the quantum world a particle does not have a clearly defined spin until you measure how it spins, at which moment it seems to decide on the fly which way round it wants to be seen to spin.


If you have two entangled particles and measure one of them, thus forcing it into a decision for the direction of its spin so to say, it looks like its partner somehow knows how that decision went, and if you measure the second, the result will always be in some accordance with the first. And if that's not yet crazy enough, the two particles seem to share that knowledge instantly. Have one particle on Alpha Centauri over 4 light-years away, measure it, and its partner left back here on Earth will “know” instantly how its remote partner decided about its spin!


Although the exact nature of the bond between entangled particles is still unknown physicist are sure that you can't use it to build a communication system that works faster than light: In essence, if you force a spin upon a particle you inevitably break entanglement. It only works if you let the particle do its seemingly random decision, and thus you cannot communicate this way.


But then, in the wake of all that black hole frenzy, Konya, a young and still unknown scientist from Hungary, burst on the scene with a prediction of the existence of a second form of quantum entanglement, somewhat jokingly christened “entanglement 2.0”, that did allow instant communication even over distances of light-years.


And it got even better: He claimed that black holes do not only bend the 3 spatial dimensions in extraordinary ways thanks to their enormous gravitation, but also the fourth dimension of time, an effect that could be used together with entanglement 2.0 to communicate into the past, up to the point in time immediately after the entanglement was established: If you entangle 2 particles that way, make one spin as you wish years later and throw it into a black hole using “the right angle”, you can take its left-back partner to read out the spin already minutes after entanglement.


He recognized that this would in a way break the famous information paradox by offering a way to get at least some information out of a black hole again, and he joked that maybe this was Mother Nature’s way to seek absolution: “I know that locking up so many things inside black holes is mean, but here, have a nice way to send information into the past in exchange.”





Although Gruner owned more XMR than I ever had a realistic chance to hold myself he did not yet understand much about the technical working of the coin, which made explaining my idea a little difficult:


“Finding a block for the Monero blockchain and earning the block reward is very difficult. If you mine on your own you typically have to wait months or even years before you are lucky and manage to find a block before everybody else. So people join so-called pools where they kind of work together, and whenever somebody out of a group of miners finds a block, every member gets their small share.”


Gruner was new to cryptocurrencies, but intelligent, and understood immediately. “So you trade big but very irregular and infrequent rewards for small but much more predictable rewards, right?” I nodded. “But where is the analogy regarding vanity addresses?” he asked.


“Well, it goes like that. Now you are alone searching for vanity addresses. To be successful and find a more beautiful address than your competitor you need the help of as many other people as you can get, thousands of them. But if you just offer a high bounty for somebody who finds an address for you, people that participate are in the same situation as solo-miners: Possibly large reward, but who knows if and when. If you offer something like vanity address mining, with a much more predictable flow of small rewards, it will be more attractive.”


“I see.” He thought about it for half a minute and then remarked: “It won’t work with a single bounty for the one super vanity address I am after. That would not generate any rewards for a long time to distribute among the address miners, and the whole scheme would not get off the ground. I will have to offer smaller bounties for less attractive, but still exceptional addresses.”


“Yes. And we must be careful how we organize the search. If the complete address generation from random private spend key to final Monero address all happens on a single computer, the handover of the address to you is problematic for the trivial reason that the finder knows the private key and can steal all the coins you ever transfer to that address.” 


I had an idea. “Maybe we have to split the work: One miner generates random spend secret keys, hashes them to view secret keys, and sends them in batches of 1000 over to a second miner who goes from secret keys to public keys. Those public keys go again in batches to a third miner who encodes them as final Base58 Monero addresses. This separates knowledge. Now we only must find a way to enable the pool server to bring all info together if something extraordinary turns up.”


The whole thing turned out to be more complicated than first expected, but after a few weeks of programming and setting up I had three types of miners plus pool server working together, and G-VAMP, the (G)runer (v)anity (a)ddress (m)ining (p)ool, went online.


It became a success, and another few weeks later it found an address that finally brought Gruner ahead in the race.


Literally on the party to celebrate this victory news arrived that Fischer had leapfrogged us with an even better vanity address. Somewhat later we learned how he had accomplished that feat: With renting supercomputers and thousands of cloud servers for the search. Compared with my innovative address mining pool this almost felt like cheating, but it should have been clear to me from the beginning that just buying the necessary computing capacity outright is the much simpler strategy if you are a billionaire and money is no problem ...


Gruner and I were of the same opinion: We had to find something better than just renting cloud servers ourselves to fight back. Where would the fun be in this otherwise? So back to the drawing board!





When Starship, that new and enormous reusable rocket from SpaceX, went into service, its maiden flight absorbed so much attention that almost nobody cared about the first Falcon Heavy launch after a long time on the very same day. The secret customer behind that launch had profited from a deep discount for the rocket that now was not interesting anymore for Space-X and its regular customers.


So nobody was there either to wonder why the 3 first stages did not return to Earth for re-use but fully burned out to bring the payload to maximum speed, and even stranger, not lifting it simply to orbit, but carrying it straight out into deep space with escape velocity, a speed sufficient to leave the Solar System.


After a while 4 large identical probes separated from the rocket and brought some distance between them by maneuvering but otherwise continued to fly in formation. Good nobody knew about the big atomic batteries on board that were able to deliver electricity for a very long time to come, even far away from the Sun where solar cells usually powering such devices were useless for lack of light: No way that launch would have gotten a regular permit, because of the risk of releasing the radioactive material inside the batteries into the atmosphere if something went wrong during start and ascent.


Afterwards it was all a very quiet affair: No signal from Earth reached the probes, and they sent nothing back to Earth. In fact they didn’t even have the necessary large antenna and strong sender/receiver for doing so.


Somebody checking the flight path would probably first think that the probes just head out to a random point in interstellar space but sooner or later notice that it was exactly the direction of the closest known mini black hole.





Again what had happened in regular Monero mining a while ago showed a good way for Gruner and me to go: What we needed were ASICs.


An ASIC is a computing device that can do exactly one type of calculation, and nothing else. Its only reason of existence is performing a particular well-defined calculation as fast as possible, and most preferably substantially faster than anything else on the market.


When mining Bitcoins turned from an endeavor of enthusiasts and hobbyists into a serious business and companies developed the first ASICs for it, those machines soon were about 100,000 times faster at the job than the regular CPUs used by the former people so far.


Building an ASIC for Monero vanity address generation is not very complicated, with a number of companies on the market able to do it, and so already about 3 months later we had large racks with hundreds of those machines generating addresses about 50 times faster than any regular PC. The whole project was not cheap at all, but the large speedup factor finally brought us ahead in the race with Fischer.


Well, until about a year later, when our “enemy” proudly showed the public to be in control of a vanity address that was so extraordinary and beyond anything we had at that moment, it looked like it had come down to Earth from another star. Little did we know then that basically it was exactly thus.





One of the 4 interstellar probes, Monero-4, had stopped to function quite early on, somewhere beyond the orbit of Pluto. The other 3 flew together for about 450 years without any serious incident. The large number of Monero address generation ASICs on board calculated away tirelessly, powered by those reliable atomic batteries, and over time found vanity addresses that were better and better. After all those years nobody cared anymore that the ASICs had been the result of intellectual property theft at the company designing them for Gruner, with everybody involved long dead anyway. In fact, at that time the 3 probes were humanity’s oldest still running machines in space.


Then Monero-1 finally did have a problem with the batteries and died. A few years later Monero-2 had the incredibly bad luck to hit the only larger particle floating around in interstellar space for distances of light-minutes, which at the speed it was traveling turned out to be its end.


So finally only one probe, Monero-3, reached the black hole in working condition. But that had been the idea anyway from the start: Back then the technology simply had not been there to build a machine with a guaranteed lifetime of half a millennium, so redundancy was the order of the day. Luckily the probes could exchange their results with each other periodically over short-range radio, so the single surviving probe carried the results of over 1300 years of ASIC run time.


At the end it took the 256 bits of the spend secret key for very best vanity address found, wrote them into the spins of the roughly 700 still entangled particles on board (out of originally 1000), and made sure to hit the black hole’s event horizon in the right angle to influence the partner particles left back on Earth to transmit the spins and thus the bits, and to transmit them far into the past, as the Hungarian physicist Konya had shown as possible so many years ago, from the viewpoint of the probe.


Rich Wallet


Author's comment: I already knew the number of possible Monero wallets is high before writing this story, but learning the true magnitude while preparing it still left me almost speechless.


Keywords: Fiction, attack, cryptography


Finally you want to make your feet wet: Enough reading about the wonderful new world of cryptocurrencies, it’s time for action. So you choose a currency, download its software, and create a new wallet, because you understand that’s the “thing” you need to hold and later spend your “coins”. Looking at the wallet’s “address” you get curious and want to know how that came to be. You learn that you got a random one: Your wallet software rolled some dice, so to speak, and that’s the result.


You could now let it be and happily start to use your wallet, but a new question starts to burn in your mind: If I got some random address, isn’t it possible that by sheer chance somebody else gets exactly the same? Which could end very badly because that person could easily steal my precious coins?


The answer is “yes”. Yes, that’s possible.


Of course this does not help one bit to calm your nerves, and immediately leads to yet another question: Why isn’t this a big problem?


The answer is basically the same as the answer to the question why the heck you are still not rich from winning the lottery after years of trying: Like those lottery number combinations there are a lot of possible different wallets. And I do mean a lot. So many that you don’t have to worry: The chance of somebody getting the same wallet like you is astronomically small.


At which point you can decide to simply believe this random guy here and entrust your hard-earned money to a cryptocurrency wallet already, or you can go deeper into the rabbit hole and ask: How small?


If your choice happened to be my favorite cryptocurrency Monero, the story goes like this: At the heart of a Monero wallet there is a secret key. That key is just a very big number, chosen at random as already mentioned. I find it somehow quite fascinating that the cryptography used here works with any number up to a given maximum; it doesn’t have to satisfy special conditions like being a prime number, the product of two prime numbers, or anything such. Come up with any long sequence of digits: Chances are good you could use the resulting number as the secret key for your wallet!


Scientists once put some serious effort into an estimate for the total number of grains of sand on this planet Earth. Their result was 7.5*10^18, or written out: 7,500,000,000,000,000,000.


So if the number of possible Monero wallets was like that, imagine yourself being teleported to a random place in the world where there is some sand, picking up a single grain of it at random, putting it back, and then asking yourself how probable it might be that anybody else will ever pick up exactly the same grain.


If you like that little story and find it reassuring, I can tell you now that it has a serious problem: The number of possible Monero wallets absolutely dwarfs the number of sand grains. It’s estimated that the known and observable universe contains between 10^77 and 10^82 atoms, whereas there are roughly 10^77 possible Monero secret keys. Yes: There could be a Monero wallet for each and every atom in the whole universe.





A few weeks ago a new smartphone wallet software for Monero called Rich Wallet had burst onto the scene and was gaining new users in a rapid pace ever since. Mostly responsible for this success was their user acquisition strategy: Every new user got the equivalent of about one USD in XMR for simply installing the software and creating a first wallet.


The anonymous people behind Rich Wallet Inc. seemed to have deep pockets. Originally their welcome offer was limited to the first 100,000 users, but later got extended to 500,000 which helped them become the most installed smartphone wallet for Monero yet, a remarkable feat for a newcomer.


They didn’t even seriously try to prevent people from cheating and pocketing the welcome bonus multiple times.


Their claiming procedure raised quite a few eyebrows initially: You had to instruct the program to display a QR code containing the address of the first created Monero wallet, make a photo of the code with another device, and mail the photo to them. Shortly afterwards the bounty arrived in your wallet as a normal Monero transaction.


But this actually made sense, from a security point of view. With the wallet software directly transmitting the wallet address over the Internet to some company server you as a user could never be sure that the outgoing data didn’t include the wallet’s secret key as well, allowing Rich Wallet Inc. to steal all your XMR later on.


With the QR code you could trivially check yourself that the wallet merely displayed the 95 characters of your wallet’s main address in a machine-readable form, and nothing else.


Trust always is a very acute issue with cryptocurrency wallets. There had been actual cases of malicious wallet apps for various coins including Monero, secretly sending out keys sooner or later, leading to thefts.


As gaining initial trust is always difficult for newcomers without any history yet, Rich Wallet’s demonstrably safe bounty payout procedure was a quite clever move in this regard.





After I finished my daily morning routine of reading new posts on the Monero subreddit I decided that enough was enough. Today I had seen maybe the 5th or 6th report of somebody having a very strange problem with the Rich Wallet app. All those users were absolutely baffled to create a new wallet and finding it not empty, but already containing some coins and a history of transactions done.


Finding your way around a cryptocurrency as a newbie isn’t easy, and people make all kinds of mistakes all the time when starting the career as “their own bank”. But this was something else: You couldn’t possibly push any wrong buttons when creating a new wallet, even as a bloody beginner. Finding coins in “new” wallets meant Rich Wallet created duplicate secret keys, which you understand after my “atoms in the universe” story as clearly impossible by pure chance to this degree.


Something was up, and I wanted to know what.


I recruited David, a friend of mine and experienced computer security specialist, for helping me solving the riddle.


“The data traffic of the app looks absolutely clean” he reported back after some initial investigations. “I watched all transfers going in and out, from installation onward, and never saw the software doing anything else than talking to Monero daemons to get blockchain access and submit transactions.”


“But anyway, we don’t have reports of coin thefts, we have the problem of duplicate keys, so looking for secret keys leaving devices is probably not promising anyway, right?”


I had to agree. “Yes, of course, but lacking any hot lead so far, we had to check this.”


“What about bounty claiming however? I know of course those QR codes to photograph really only contain a Monero address and nothing else. But there is also some logo and artwork displayed on the screen around the codes; maybe something is hidden in there?”


“You mean steganography?” David asked back. “Every instance of the app displaying a slightly different logo, with some pixels altered, using those to transfer out keys without anybody noticing? I can’t imagine that’s feasible. A Monero secret key is 256 bits of info, as you know, and we simply don’t have enough pixels there to encode that without the logo getting ugly. Problems with picture quality when scanning later not even considered.”


No quick success then.


Over the course of the next few days David and I brainstormed a possible approach of coin stealing without the need to steal secret keys first: You had to find a way to make those secret keys predictable. You needed a so-called deterministic process for key generation.


A simple example to illustrate: Use the phone number of the smartphone as secret key for the first wallet. For every additional wallet, append some digits more to that number and count them up. As phone numbers are reasonably unique, each smartphone would create its own distinct wallets.


You as the thief use a program that goes through all possible phone numbers, turns each of them into a Monero wallet in the same way and checks for coins present. If there are any, put aside the number for that fateful day sometime in the future when you do what is called an exit scam: Rob all those people on the same day, leaving them almost no time to warn each other, and then retire on some beautiful Caribbean island.


Do you see the elegance of this approach? Impossible to catch any Rich Wallet app doing some suspicious data transfer that could betray it, because there simply are no such transfers in the first place.


What if the apps would keep quiet and wait with their key sending until exit scam day? Wasn’t such a strategy almost as good? We would say no, because with knowing the keys beforehand you also catch all users not running Rich Wallet on that day, plus there are no key-receiving servers that somebody could shoot down on pretty quick notice.


Our idea even accounted for the reported key collision problem: That would be rare instances where the approach to keep secret keys unique broke down somehow. In the phone number example, imagine somebody giving up their phone number while still having coins in a wallet connected to it, the phone number getting assigned to another person extraordinarily quickly, with that person again creating a Monero wallet.


So we were quite proud of our idea, until David failed to come up with a feasible way to realize it in a smartphone app.


Thing was, to pull it off, Rich Wallet would need access to some piece of info unique for each smartphone, plus knowable to the criminals, or at least guessable with reasonable effort, “just like that”, without the need for any data transfer.


“Unique ids for smartphones are problematic” David explained to me. “App writers abused them in the past to track users in various ways. That’s why access to the phone number, the IMEI, the phone’s serial number, or anything like it is off-limits nowadays to apps on every smartphone OS that counts.”





I was almost ready to give up when about two weeks later David announced a breakthrough.


“I looked more closely at the way the app accesses Monero daemons to fetch data from the blockchain and noticed something strange when the first wallet gets created: Not only one daemon is contacted like you would expect, but two. And the second one is always the same. I tested with several phones.”


“Now the trick: For one of the block-fetching requests that daemon does not really return a block, but a simple number. And that number seems to count up for each Rich Wallet app contacting it while creating the very first wallet. A serial number, if you like.”


So that finally was the way those secret keys became unique and predictable!


“Did you also find out how this fails in a small number of cases?” I asked David.


“Not sure. I guess something like this: Error handling is incomplete, and if the app can’t make contact with the special daemon for some reason, whatever untouched random value is contained in some variable gets used as serial, which by chance produces key clashes.”


I laughed. “Hey, I know that well. The bane of every C++ program: Uninitialized variables!”


A little later David had also worked out how exactly secret keys were derived from serial numbers. It wasn’t complicated; the programmers clearly had not considered anybody finding out all this and coming this far.


I didn’t immediately recognize the fact that now David and I, just like the people behind Rich Wallet, knew the secret keys of many thousands of Monero wallets.


Time from more brainstorming how we could use this knowledge to somehow secure funds: First move them out of the reach of the bad guys, and second return them to the rightful owners.





The day we executed the first step is known today in Monero history as Getting Poor Day. It became a day with a new record number of Monero transactions processed: To give the criminals as little time as possible to transfer any funds out of the wallets themselves after becoming aware something was afoot, we submitted thousands of transactions to the network as fast as we could to empty them all.


Could be we were lucky timezone-wise, with our opponents sleeping through most of the action. Or they simply did not pay much attention, expecting nothing like this to happen. Anyway, they only started to submit transactions of their own at the very end, and were faster than us for only a minuscule fraction of the funds.


Monero is a so-called privacy coin. One consequence of its privacy-preserving design: If somebody else uses your secret key to move your XMR, your wallet software is only able to show a transfer out with execution time and amount, but not the target address. To all those poor Rich Wallet users it looked like their coins had vanished into a black hole.


Which, in a way, was not very far from the truth. It was like we had teleported those coins out into deep space, choosing a different place for each wallet, with only David and me having any info about where in the universe the XMR ended up.


How we did that? We devised a non-obvious way to take a Rich Wallet serial number, transform it into another number that was still unique, make a Monero secret key out of that, and then transfer to the corresponding address.





For the second step we built a Monero wallet software of our own, proudly calling it Monero Rescue Wallet. After installation on a smartphone alongside the Rich Wallet app it created a new wallet with a properly random key, fetched Rich Wallet’s serial number on that particular device, used our “deep space” key derivation function to calculate the secret key necessary to bring the coins home, and submitted a transaction to the network to do exactly this.


Here again time was of the essence, and before we released our rescue app, we carefully explained that in public. As soon as the criminals got hold of the app they could try to reverse-engineer it to learn how our secret key derivation scheme worked, and right after succeeding they would regain access to the coins and could start to move them to wallets under their own control.


That never happened however, and every Rich Wallet user who cared enough to install our app got their XMR back, only minus the fees for two transactions.


The day of the release of our wallet came to be known as Rich Again Day.





Somewhat later, with grass already starting to grow over the whole affair, David contacted me again.


“Try to guess what rumor about Rich Wallet started to go around in computer security circles. About its true purpose, that is”.


I was perplexed. “You mean stealing as many coins as possible and turning them into villas on some nice islands wasn’t its true purpose?”


“Rumor says that, yes. Imagine that blunder with duplicate keys never happening, the two of use never getting into this, Rich Wallet taking over a big chunk of the market for Monero wallet software, and keeping it undisturbed for a long time.”


I thought about this and started to suspect something. “Well, the people behind it would learn for a significant fraction of all transactions the senders, the amounts, and even the receivers if those were again Rich Wallet users.”


“Exactly” confirmed David. “The whole thing was a clever and extensive attack against Monero’s privacy.”


Paradox


Author's comment: Another story where a cryptocurrency called "Monero" alters the course of world history in a remarkable way, serving as a tool to some surprising party. Pretty grandiose, you say? Well maybe, but it's my story :)
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I was listening to one of my favorite Spanish pop songs Nada es casualidad (“Nothing is by chance”) when I first read the news that the total hashrate of the Monero network had just about doubled, from one moment to the next.


The cryptocurrency Monero is mined by roughly a million computers around the world: They all try to solve something like a incredibly complex mathematical riddle as fast as possible, and the one which succeeds first adds a new block to Monero’s blockchain and pockets a reward. Then it all repeats with a new riddle. The complexity of those “riddles” is tuned for an average time of 2 minutes between blocks. Suddenly that average had gone down to little over a minute.


Mining a cryptocurrency is a pretty anonymous process, so there was no easy way to find out what had happened. People were of course speculating wildly, but nobody was able to come up with a really convincing scenario.


Another million computers suddenly switching to mining Monero? Improbable. Somebody firing up a much smaller number of much more powerful, highly specialized mining devices, so-called ASICs? Technically very difficult. The NSA renting supercomputers to take over the Monero network? A crazy scientist with a mathematical breakthrough that brought down the difficulty of riddle solving a million times and now was snatching up half of all new blocks with running an app on a second-hand smartphone? 


The Monero network soon adjusted by making the riddles about two times more difficult than before, to bring blocktime down to the desired 2 minutes again, making all known miners quite unhappy, as they had to content themselves with only half the income. Many soon threw in the towel, either by switching to other cryptocurrencies or by stopping to mine altogether. When the network stabilized roughly 2/3 of all blocks came from an unknown source, and nobody had the slightest idea what that was.





About 2 weeks later somebody with a brand-new account named John_12345 sent me private message on Reddit. Probably they had seen that I was a frequent poster in the Monero subreddit, so they tried their luck with me:


“Hi there! I have a somewhat special problem on my hand: Somebody sent me Moneros for over a million dollars, and now I am looking for the best way to cash out. Can you advice?”


My first impulse was to write back and order this John to leave me alone with this crazy shit and get lost, but then my gut feeling told me that this was more than a prank.


“Well, a fellow Monero community colleague is working in a company that runs an OTC desk for institutional investors wanting to go into cryptocurrencies with substantial sums, and I could bring you into contact. But you have to tell me more first, I don’t want to send some lunatic his way. And you know, you will have a hard time to convince the IRS that the money is rightfully yours, and not from a criminal source, so sooner or later you will have to put everything on the table anyway.”


John agreed. “There is not much to it, really. I got a short e-mail with a nonsense sender address telling me that I received a grant to further my plasma physics investigations, and containing the seed for a Monero wallet. Of course first I had no idea what that even was, but after some googling and installing the Monero GUI wallet application I could restore the wallet and saw that there are XMR for over a million dollars in it that I now control. So here I am.”


He had attached a screenshot, and of course it’s not too hard to fake something here, but it looked as if John was right.


“So I get it you are a scientist?”


“Yes. And you know what? This grant really is a gift from heaven. For quite a while already I am begging around to get the money for some serious supercomputer run time. I have to execute a full-scale, high-precision simulation that proves my idea right how to much better heat up and stabilize plasma in tokamak fusion reactors. So far nobody believes me however. They call my idea ‘outlandish’ and put me into the same drawer as those cold fusion types that made headlines years ago ...”


This all gave me confidence enough to go ahead and help him. “Say, after you successfully cashed out and the balance of the wallet went to zero, can you do me a favor and forward me this e-mail? I want to have a look.”


First John was reluctant, but I carefully explained him that after spending the XMR that wallet really wasn’t more than an empty shell anymore, and that the IRS would certainly want to see the mail as well, he agreed.





The next person getting XMR dropped on them with the equivalent of a 7-figure USD sum wasn’t as careful and shy as John and made a public post in the Monero subreddit, with an equally brand-new account named BatteryMan85, only two days after my exchange with John. Their post asking for the best way to convert a small fortune in Monero to Euro, without too many further details, only got a few unhelpful answers together with some ridicule. I decided to take the initiative and contact them privately:


“Hello Battery Man! Let me guess - you got a mysterious e-mail with a Monero seed in it plus a short advice to use the money for your work”.


“Hey rbrunner7! Amazing, how do you know that? Do you have psychic powers?”


I made him the same offer to help I had made earlier to John, but first wanted to know some background in the interest of confidence-building. He explained:


“Almost every month somebody somewhere announces a breakthrough in battery technology, for years already. Did anything ever come out of it? Tell me, are you able yet to charge your smartphone in a minute, and it runs for a month afterwards? Thought not.”


I was not sure how to interpret that. “You want to tell me with you it’s different?”


“Yes, really! But because of all those faltering and fake ‘breakthroughs’ nobody is left to believe me. For months already I try to find some investors, without success. That’s why this grant money is super welcome: I will finally be able to first patent everything properly, and then produce a number of full-scale batteries to show that they do work and leave everything existing in the dust. Wait for it :)”


I wished them good luck.





This became something like a trend over the next few weeks.


Somebody claiming to know how to make room-temperature superconductors, but unfortunately so far without the money to buy and modify a press used to produce artificial diamonds, because a very high pressure was needed to make the superconductors? Finally gone shopping thanks to a quite generous donation in XMR.


Another person claiming to be able to modify SpaceX’s Raptor rocket engines for roughly 40% more thrust, with engineers from SpaceX even ready to provide such an engine and give access to their test range, but only after a deposit was made for double the price of the engine, so in case it would blow up money was left for any resulting facility damages: This could go forward now, thanks to enough Monero from a mysterious, anonymous source to make the deposit.


For me events really reached the next level when John came back, with exciting news:


“I still can hardly believe it! My simulation was a full success and finally convinced some influential people in fusion research to give my enhanced plasma control system a chance. The Chinese and the Japanese are already busy modifying some smaller research reactors, and if it works there, which I don’t doubt, the next step will be ITER.”


I was impressed. “You mean ITER, that giant reactor under construction in France that is already so much behind schedule?” “Yes. I am sure that my system is so much better, they won’t mind a year or two more to implement it, because afterwards that bloody thing will work.”


After this I simply had to find out who was paying all those grants; this mystery simply was too great to let it go now. John had sent me the mail with the Monero seed, and that was a good starting point for an investigation.





A suspicion had been forming in my mind. We had a still unknown entity currently mining more than half of all new XMR. Then we had an equally unknown entity making grants to scientists and engineers with promising projects in trouble. What if both entities were really one and the same?


It would not be easy to prove that hypothesis because Monero implements cryptocurrency transactions with very good privacy.


Although the blockchain recording all those transactions is of course fully public you can’t see who sends how many XMR to whom. What may look like an impossible feat, a paradox even, is based on some quite advanced cryptography: Everything is either cleverly obfuscated or encrypted outright using strong keys.


Nevertheless some actions leave patterns in the blockchain that you can identify with some certainty. A transaction paying the block reward to somebody who successfully mined a block uses a special, recognizable construct called coinbase output. So if a single entity mines literally thousands of blocks and then aggregates all the small rewards in order to transfer XMR with a value of millions of dollars, it’s probable that you will find transactions involving many coinbase outputs in the “ancestry” of the one final payout transaction.


And if you learn from that how that entity usually does it, e.g. if it always aggregates 50 coinbase outputs at a time, you can start to watch the Monero network for new such transactions to appear. If you are lucky you will be able to see which network node originally broadcasts them, and armed with the IP address of that node you might see where it’s geographically located - more or less.


I knew some people working at a company called CoinTracers that was watching the Monero network with quite some effort: They were in the business of helping law enforcement agencies in cases like coin theft at exchanges, use of ransomware, or tax evasion using cryptocurrencies. They had a hard time with Monero, but they knew their stuff, and it was clear to them right away what to watch for in this particular case.


I made a little deal with them: John’s wallet for analysis in exchange of trying to find where the transactions came from.





A few days later Lewis from CoinTracers phoned me. He sounded quite excited:


“I have an IP number for you. But you won’t believe where it is located! It’s on a submarine cable, on SEA-US that crosses the Pacific.”


I did not understand. “What do you mean, it’s ’on‘ that cable?”


“First we thought the server is sitting at one of the landing points, but when we analyzed average signal propagation delays more closely we became pretty sure that it’s located somewhere in the middle between Hawaii and Guam.”


“You mean on the seafloor, 3000 meters deep or so?”


“Yes, exactly. We contacted one of the cable operators to ask whether they have anything down there that has its own IP number, like some repeater, repair access point or whatever. Nope.”


I started to ponder that. “It’s one thing to run a Monero daemon down there, but if they also do their mining there, where would all the necessary power come from?”


Lewis agreed. “It’s indeed very strange. If you find out more can you keep us informed?”


“Alright.”





When news broke a little later about the first working room-temperature superconducting material, I started to assume that most if not all people receiving grants in XMR would succeed sooner or later.


This in turn would mean that whoever distributed all that money knew already how things worked. They knew how to get a fusion reactor running properly. They knew how to build miracle batteries, room-temperature superconductors and better rocket engines. How else would they be able to pick the probably very, very few people on the right track with such an uncanny precision? This was far beyond pure chance. “Nada es casualidad” indeed.


And running a large-scale Monero mining operation on the bed of the Pacific Ocean, splicing that into a submarine cable, complete with a strong independent power source, looked like pretty advanced technology as well.


Call me crazy, but all this did not sound as if it came from this planet.


Once I had reached that point with my reasoning, an epiphany struck.


Have you heard about the Fermi paradox? Right from Wikipedia: “The Fermi paradox, named after Italian-American physicist Enrico Fermi, is the apparent contradiction between the lack of evidence for extraterrestrial civilizations and various high estimates for their probability (such as some optimistic estimates for the Drake equation)”.


Or, even shorter, where is everybody?


One of the many possible explanations for the paradox that people had come up with over time was the following: Aliens don’t contact or even visit us because we are under some sort of intergalactic quarantine. “They” wait until our civilization has matured to a point where it could withstand contact with advanced civilizations, without everything descending into chaos out of a terrible culture shock.


This line of thought was even present in pop culture, e.g. as the Prime Directive in Star Trek.


But what if the real quarantine regime allowed some exceptions? How about the following: Aliens are allowed to help humanity further along technological progress, to reach fitness for open contact earlier, under just one condition: Be invisible, don’t get caught.


And here a really private cryptocurreny like Monero comes in handy, doesn’t it? Offering ways to acquire it anonymously by mining, allowing payments that are almost impossible to trace back to their source. And indeed, 3000 meters down in the middle of the Pacific Ocean was a nice place to mine without getting caught!





A few minutes after the total hashrate of the Monero network had suddenly fallen about 2/3, something looking like a big metal sphere silently broke the surface of the Pacific Ocean, ascended quickly straight upwards, reached space soon and continued its way in direction of the Moon.


A little later it docked with its mothership waiting on the Moon’s far side. With all pieces of advanced technology out of the reach of humans the expedition finally could conclude and fly home.


The two commanders of the ship were quite content with the results.


“What do you think, will we be able to use Monero again when we return in a few years, local time?” asked the one.


“We will see. We have quite a few XMR left, in any case. Computer, can you please prepare our report to the Emerging Species Contact Committee?”


“Certainly. Will it mention how close Monero developer ’rbrunner7′ came to the truth, resulting in a certain danger of detection?”


The commanders looked at each other with all four eyestalks, burst out into their equivalent of laughter, and finally said almost simultaneously: “Nah!”


Fear


Author's comment: Here a story about a hypothetical attack on Monero gives me the opportunity to explain so-called zero-knowledge proofs that allow the seemingly impossible feat to prove you know something without revealing that “something” itself.


Keywords: Fiction, attack, cryptography, psychology


Host: Welcome to the “15 years of Monero” anniversary edition of our podcast. Today we have a guest who is a member of the Monero community for a long time - he only missed the first 3 years of those 15 - and therefore has many stories to tell. Please welcome rbrunner7!


rbrunner7: Thanks. It's a pleasure to be here.


Host: What made you stay that long with Monero? What interests you most?


rbrunner7: Almost from the start certain psychological aspects of the cryptocurrency fascinated me. Like the most basic thing about it, how exactly it gained value. I even wrote fiction stories about those things!


Host: So today you will tell us about an episode in Monero's history that you were involved with, an episode which is especially interesting from a psychological point of view, right?


rbrunner7: Yes. As nowadays everybody with a minimum of interest in cryptocurrencies knows, Monero completely hides transaction amounts, which is a good thing and indeed Monero's main difference and advantage over a lot of other coins. But this feature also almost inevitably evokes a specific fear in many people. And that fear once became something like a vulnerability that got exploited for an attack.





In Wall Street trader circles they were known as the two Daves as they both happened to have the same given name of Dave. They were sitting in a bar and celebrating their latest stock market coup that had brought in a tad under ten million USD. They specialized in betting on falling share prices with the help of options and short-selling. Many a company coming into their crosshairs had seen its valuation halving, and their trader colleagues jokingly spoke of companies getting “double-daved”.


Somehow surprising how many of those companies saw dirty internal secrets come to light that spooked the stock market and made their share prices sink considerably only days after the two Daves opening a large position. Or how some of them had to fight convincing-sounding rumors that equally depressed their share prices, with the Daves almost always managing to sell their short contracts or put options at a handsome profit before the companies could put the rumors to rest. But well, nobody had ever caught them in the act ...


“We should try something else for a change. Shorting companies gets boring, and scaring shareholders into panic-selling is almost too easy nowadays.” said Dave 1.


“What do you see as alternative?” asked Dave 2.


“Cryptocurrencies. Of course not Bitcoin, that’s too big for us to move. Something smaller but still valuable and liquid enough, some of the larger ‘altcoins’”.


“Interesting. Do you already have one in mind?”


“I do, yes” confirmed Dave 1. “It’s called Monero. I propose that one because its programmers and its users are sitting on an awfully high horse after some recent successes of their coin. Somehow I would love to see them falling. And of course because I found something where we can grab them psychologically.”


“Ah, I see you have already smelled blood! What is their favorite fear?” asked Dave 2.


“A so-called inflation bug. Somebody finding a way to create millions of coins out of thin air, using some loophole in the math they use, or a bug in their software. And if you ask me, people being afraid about that have a point. Monero is what they call a privacy coin: Nobody can see who pays whom how much, that’s perfectly hidden. How can you ever be really sure nobody is cheating?”


Dave 2 was thinking it over before answering: “Sounds good, and like something we can work with. But can you short a cryptocurrency?”


“Yeah, it seems you can, on certain exchanges. But I am not sure the necessary liquidity will be there. Maybe better to just beat down the price by scaring holders, buy low, reveal the fears as unfounded, wait for the price bounce-back, profit!”


“That’s how I like it!” Dave 2 laughed. “So how much are we ready to invest into this project?”


“Hmmm, I think the price will go much lower if we also actively manipulate it down on the most important exchanges. That may be expensive, but our profit much bigger in the end. I would be ready to put the whole win from our last venture on the line here.”


“The whole 10 million? Heck, why not.”


Dave 1 nodded. “Deal. I already earmarked the first 50,000 dollars for going to some brilliant but underpaid and underworked cryptographer. He will write a very convincing scholarly paper for us about a grave weakness in Monero.”


“There is such a weakness?”


Dave 1 smiled. “What do you think?”





Have you ever wondered how you can perfectly hide the amounts of Monero transactions from everybody except the rightful receiver on the one hand, and on the other hand still allow outsiders to verify in a sure way that no coins ever get created “out of thin air”?


A Monero transaction consists of 1 or more inputs, providing the XMR to spend, and 1 or more outputs sending those XMR to some addresses. (The inputs are of course nothing else than the outputs of earlier transactions.)


For everything to work out correctly the sum of the inputs and the sum of the outputs must always be identical. Or, expressed a little more “mathematically”, sum of inputs minus sum of outputs must equal exactly zero: No coins lost, and more importantly no new coins created.


There is a second, much less obvious condition that must hold: Negative outputs are forbidden. Otherwise you could, e.g. with inputs to spend at hand for 1 XMR, construct a transaction to yourself with 2 outputs, one for plus 100,000 XMR and a second one for minus 99,999 XMR. The sum is correct, but as you can simply forevermore ignore the negative output, you suddenly have 100,000 XMR to spend!


For proving that input and output amounts match Monero uses a mathematical construct called Pedersen commitment, and to prove that no negative output values are present a second construct called Bulletproof.


Both constructs use an approach that is called zero-knowledge proof, or ZKP for short. Pedersen commitments and Bulletproofs both prove things about the amounts in Monero transactions, but without revealing the amounts as numbers of XMR themselves. You as a “verifier” will learn that inputs minus outputs is 0 and that negative values are avoided but gain zero knowledge beyond that.


For us non-cryptographers that sure sounds hard to believe, maybe even like an unsolvable paradox, but interestingly there are a number of real-life examples that demonstrate the approach in an easy-to-understand manner, which can go a long way towards building trust that the sophisticated math wizardry protecting Monero really works.


I will present you my favorite real-life ZKP:


In 1987 the British illustrator Martin Handford published a children’s puzzle book called Where’s Wally?, localized to Where’s Waldo? in North America. The task is to find the character called Wally, wearing a red-and-white-striped shirt, bobble hat and glasses, in large illustrations with dozens of other people doing various amusing things. The large number of details, including things like red-and-white-striped bath towels to confuse you, makes finding Wally challenging and fun.


Now say I want to prove to you that I found Wally in a particular picture, but without revealing Wally’s location within that picture to you. Do you see the similarity to a ZKP? I prove to you I know something without giving you a chance to learn that something itself so you will gain zero additional knowledge.


Sounds impossible? Well, consider this:


I prepare a large piece of cardboard with a hole in the middle that is just large enough to show the depiction of Wally in the picture at hand. I position the cardboard over the picture in the right way while you can’t watch me, and then call you to verify that indeed Wally is visible through the hole.


Final detail to make things perfect: The cardboard is big enough to completely cover the picture so you don’t get hints about Wally’s location by looking at any still visible parts of the picture.


I take away the cardboard again, and if you can’t watch me doing that, at the end you will have gained zero knowledge except the fact that I indeed found Wally.





Official Statement of the MRL (Monero Research Lab) Regarding “The Paper”


About two weeks ago a paper titled “Faking zero knowledge range proofs without solving the elliptic curve discrete logarithm problem”, commonly simply called “the paper” by the Monero community, was published on a preprint server. It has gotten considerable attention because of its obvious relevance for the Monero cryptocurrency, as such a proof is at the heart of its protocol, protecting against transactions that create XMR “out of thin air” using negative outputs.


Because this has caused a great deal of anxiety and many rumors we would like to inform everybody about the current stance of the MRL regarding the paper and how we intend to proceed in this matter.


We can confirm that the author is working in the field of cryptology successfully for quite some time already and has published a number of well-respected earlier papers. Because of this we take the current one very seriously.


Analysis however has turned out to be difficult. The author develops some kind of new arithmetic in it that is hard to understand because of its complex and novel nature. We are not yet able to judge whether the basic claim, that this arithmetic allows the development of algorithms that can efficiently fake range proofs and thus “break” Monero, might be true or not.


It’s therefore unfortunately too early to tell how relevant this paper is for Monero and whether a protocol modification will be needed in the future. We ask the community for patience while we continue to work full time on the analysis and will report as soon as any important new insights are available.


Thank you.





For a number of years already there is a nice tool available on the Reddit social media website: the Monero Tips Bot. It connects Monero wallets with Reddit user names and allows you to tip some Moneroj to any user by including a special command in your answer to a comment. The bot manages wallets on behalf of users in the background and thus technically could steal coins, but as this is only meant for tipping small amounts you probably won’t fund your wallet with large sums anyway.


People therefore were quite astonished to see a tip happen for over a thousand USD in XMR. It went to the author of a post that didn’t seem to merit a tip, and certainly not such a large one, because it was just one more rehash of the often-asked question “How can we audit the supply of Monero?”, expressing fears that somebody may find a way to invent millions of XMR without anybody knowing before it’s too late.


Almost immediately people started to speculate: What do we have here? Somebody spending a serious amount of XMR just for fun, as an answer to a post about the fear somebody somewhere could be busy producing serious amounts of XMR just like that, right now? Connect the dots! Someone sure is screwing with us here!


Speculation intensified when the mysterious tipper went back in post history and every day made a tip of a similar size to earlier posts dealing with the same subject. The limit of one tip per day sure looked like designed for maximum effect, like some Chinese water torture, but after a week or so many people became quite nervous nevertheless.





Host: So I guess after the publication of “the paper” and additional little pinpricks like the 1000 dollar tips on Reddit things slowly started to boil over?


rbrunner7: You can say that. The price of XMR on exchanges had started to go down. There were also signs that somebody tried to systematically depress the price there and was eating serious losses while doing so. The longer this went on, the more the dive accelerated.


Host: Something had to be done.


rbrunner7: Indeed. Fortunately the people behind all this, the “two Daves”, had interviewed a Monero dev to learn more about the technology and the community while preparing their attacks, and had inadvertently spilled the beans about what they intended to do. That dev in turn informed the Monero core team and us other devs, and we finally had a secret online meeting discussing our possibilities that I still remember vividly.


Host: Interesting. Tell us more.


rbrunner7: We knew it wouldn't be promising to go directly against the two Daves, e.g. by involving the police, given that we held no solid proofs. We had to fight back ourselves to stop their attacks, and ideally also somehow prevent them from profiting.


Host: You decided to go for a quite risky strategy to achieve that.


rbrunner7: Exactly. We turned their own weapon - fear - against them.





Beside the main Monero network that the broad public uses for making payments there is another much smaller special-purpose Monero network called testnet. As the name hints at it is mainly used by programmers to test new Monero features or new software interfacing with the network. Although testnet coins are worth nothing, all the rules that govern Monero transactions are enforced as strictly as on mainnet. After all, if you could cheat testing would not make much sense.


Some people are running so-called faucets for testnet, websites where you can enter your testnet Monero address into a form and have some XMR sent to you. This quickly solves the problem that without coins your possibilities to test something are of course quite limited.


One such faucet had its 15 minutes of fame when somebody paid XMR into it, and its website displayed the following message afterwards: “We currently have about 4,012,153 testnet XMR to distribute”.


The next day the person running it made a Reddit post about the event and shared the view public key for the faucet’s wallet which technically allowed outsiders to check incoming transactions. Everybody with some good knowledge about Monero’s tools could then see it directly for themselves: A single transaction with a value of over 4 million XMR.


Of course even 4 million testnet XMR are worth nothing. That was not the point. Point was, that amounted to almost one fourth of all existing testnet coins, transferred in one transaction. Somehow it was very hard to believe that a single person would have legitimate control over such a massive stash of coins. Many people quickly became convinced that there was something wrong with that transaction: If anybody of them needed more confirmation after the publication of “the paper” that the sky was falling for Monero, this was it.


It certainly did not help at all that on the very same day the Monero Tips Bot story also went into overdrive. Each one of the now quite numerous posts about a possible Monero inflation bug got rewarded with a tip of an astonishing 10,000 USD in XMR.


And as tip of the iceberg a PR appeared on the Monero GitHub, a proposal for code modifications submitted by Monero’s most prolific and most respected dev moneromooo. It wasn’t clear what exactly the modifications did, but it was not hard at all to see which parts of the code were affected: the code for those crucial range proofs, the Bulletproofs. Shortly afterwards a second PR appeared that seemed to prepare an unscheduled emergency hardfork, a switch of the Monero network to a slightly different protocol that forced all participants to upgrade their software. You really don’t do such a hardfork without a damned good reason.





Host: So these additional events strongly hinting at an inflation bug, that wasn't the two Daves anymore, that was the Monero dev community hitting back?


rbrunner7: Yes. We managed to put up quite a show for them. Of course it also scared a lot of other people, but we risked that as temporary collateral damage.


Host: And it worked.


rbrunner7: Fortunately. We learned from the dev in contact with the two Daves that they were convinced now they had hit the truth by pure chance, and had dropped Monero like a hot potato. We got also indirect confirmation because the obvious price manipulations on the exchanges had stopped.


Host: It was explained afterwards in detail how all these feats where accomplished when the whole story was revealed to the Monero community and faith got slowly restored. But for the benefit of people who were "not there", can you summarize?


rbrunner7: Sure. The monster tips on Reddit were simply fake, nobody needed to spend any XMR there. We made them in cooperation with the author of the bot who “doctored” it for us. The submitted Bulletproof code modifications were also kind of fake, clever code re-arrangements without any real effect, with some long-planned optimizations thrown in so that wasn't too obvious. And certainly no emergency hardfork would ever take place.


Host: And the 4 million XMR testnet transaction? That must have been real, no way to fake it.


rbrunner7: Ah, I am proud about that one because it was me who came up with it. I remembered that Fluffypony once reported on IRC how he had mined testnet essentially alone for years and amassed a veritable fortune in testnet XMR that way. After getting him on board it was just a question of systematically consolidating thousands and thousands of block reward outputs he owned into a single really massive one. It took days, but fortunately the Daves where not clever enough to notice the very unusual number of transactions on testnet during this!


Host: Fascinating. Before we conclude this very interesting anniversary episode, any closing words?


rbrunner7: The attack of the two Daves showed the importance of taking the fears of people seriously. The way to go for me was, and still is, to educate people in order to strengthen trust and confidence in Monero's advanced privacy technology. And yes, even writing funny short stories can help a bit here!


Host: Thank you for visiting us.


rbrunner7: A pleasure.


Proof of Distance


Author's comment: I am a confessed fan of space flight, fascinated by the successes of SpaceX, and know about Mars as their long-term objective. I just had to get them into a story about interplanetary Monero somehow.


Keywords: Science fiction, cryptography, adoption


I did not yet know what interesting journey would start when Jason contacted me for the first time about a year ago.


“Hey there, rbrunner7! You write those science fiction stories about Monero, and from them I know that you like to think ahead, and to think big. You could be the right man to help with something that is also looking into a possible Monero future. Interested?”


My answer was a bit cautious because I was well aware that not every person that was drawn to Monero was automatically worth spending time and effort for: “Might be. Can you tell me a little more? I will treat all info as confidential if you want.”


“Alright. I want to work on extensions for Monero that make it suitable for multi-planetary use. Imagine: Monero, the first cryptocurrency ready to follow mankind exploring and colonizing the solar system!”


That did sound fascinating, so I decided to give this person some credit and continue the conversation for now: “Wow, you really aim high! Will be interesting to see what you come up with. But what would be my role?”


“Basically anything you like and have time for. I will certainly need something like a sparring partner, somebody I can run my ideas by to check them before I go public with things that totally don’t work and I make a fool out of myself. And if you want to go further and work out some concepts together with me, I am ready to share the glory.”


“OK. Count me in for the time being, and come back to me when you have the first things ready to check together.”





A few days later Jason was back and laid out what he had so far:


“It seems pretty clear that Mars will be the first planet to get colonized, so to get concrete let’s ask what it would mean to make a Monero transaction while being there and having to pay for something on the spot. Your private Mars buggy needs a new battery, and XMR is a payment option. So what do you do now, standing in that battery shop?”


“It seems reasonable to assume that we have constant radio contact with Earth that can carry a Monero transaction from Mars to Earth where the Monero network is running, and a way to send new blocks from Earth to Mars so we can keep a daemon synced there.”


“The distance between Earth and Mars varies all the time. At minimum distance light and radio signals need a little more than 3 minutes to travel between the two planets, at maximum distance a little more than 22 minutes. It’s probably best to use the average for our concept work, which means about 12.5 minutes.”


“So you prepare a Monero transaction on Mars, send it to Earth for mining it into a block, and wait until you receive that block as confirmation that everything is okay. On average you will wait about 26 minutes until confirmation: 25 minutes signal travel time, and half the usual Monero block time of two minutes until the transaction gets mined.”


“Frankly, this does not sound too bad to me, and right now I doubt whether Monero, interplanetary edition, needs any new mechanisms at all.”


I was sceptic. “You mean waiting 26 minutes on average before you can leave the shop with your new battery is acceptable?”


Jason confirmed: “I think so, yes, given that there will be many things taking longer than they would on Earth, or being more complicated. People will tolerate.”


I still was not ready to agree. “Well, Mars with 26 minutes may be doable, but later people will expand further out, into the asteroid belt and beyond. Your delay problem will become progressively worse over time.”


“And then consider that Monero will probably be in competition with traditional banking that also follows people to Mars. Bank of America and Mars Corp., Olympus Mons branch, offering accounts right there on Mars. And credit cards of course. With the magic of trusted third parties you are able to pay your battery right away. How will Monero ever compete if it has a waiting time of 26 minutes?”


It turned out Jason was prepared for this argument. “No need to worry. You know why? Because sooner or later the colonies on Mars will become big enough to run their own Monero Mars network, enabling you to have a local XMR balance. Of course technically that will be a second cryptocurrency running in parallel with Monero here on Earth, with no direct equivalence of the coins. But surely it will be easy to set up some swap service between those two Moneros. In case you run low on Mars coins but still have a lot of Earth coins you just swap some of those in, and that process taking 26 minutes once a week or so really is no problem anymore.”


I had to admit Jason got a point there. “Yeah, your own Monero network on Mars takes away most of the fun.”


“What fun do you mean?”


“The fun of designing some interesting new mechanisms for an interplanetary Monero! No, seriously, I still think it would be worthwhile to investigate ways to deal with the delay somehow without resorting to local Monero forks.”


“Agreed.”





Already on the next day Jason came back with fresh ideas.


“Put yourself into the shoes of the battery dealer we had in our scenario; I take the part of the buyer. You see me sending out a transaction for enough XMR to pay the battery. Right at this moment, what exactly is needed for you to become reasonably sure payment will eventually arrive, so you can risk to hand me the battery immediately?”


“The only real risk for you not easy to mitigate that I found is a scam that goes like this: My brother Adam on Earth also has my private keys and thus control over my coins. I tell him beforehand when exactly I will send out my transaction to pay the battery. Now, a little after that, but well before my transaction reaches Earth, Adam submits an identical transaction. The execution of that one will turn my transaction into a double spend attempt: It will fail because the XMR are already spent.”


“Result: You have one battery less but don’t receive XMR for it, and until you notice that I am already far away, with 26 minutes of head start.”


“Now the interesting question: How can we make this scam impossible to pull through? In principle it seems to be this: We need Monero coins, or more technically spoken transaction outputs, that you can only spend while being on Mars, but not while being on Earth.”


“I christened this approach proof of distance: When my Monero wallet constructs the transaction, it only uses outputs that are locked that way to Mars, and then appends some additional data that proves that this all indeed takes place on Mars, the data being of course the proof of distance from Earth. Any transaction that does not carry a valid such proof won’t get executed later on Earth but rejected. Thus Adam won’t be able to spend the coins for the battery earlier: His wallet, because running down here, can’t construct the necessary proof.”


I was intrigued, but not yet convinced: “That sounds pretty interesting as general approach, but also somehow impossible. Admit it, you don’t have the slightest idea yet how to construct a proof with such fantastic properties, right?”


“Yeah, but I have a gut feeling that I am onto something here. Stay tuned!”





Most stars shine with a pretty constant brightness. The so-called luminosity of the nearest star, the Sun, only fluctuates within a range of about 0.1%, and quite slowly, mostly depending on how many sun spots there currently are on its surface.


There are stars with a much more variable brightness. Most of those have regular and predictable luminosity changes, with various periods. But a small minority of stars change their brightness in irregular ways. You could say those are celestial random generators: From their brightness right now you will never know in advance what happens next, whether it will rise or fall - or stay constant for a while.


Now imagine you are sitting on Mars and watch such a star that is more or less in the opposite direction of Earth, as seen from Mars. The light of that star reaches you minutes earlier than it reaches any observer on Earth. So if there is an exceptionally brisk change in brightness, you will know about it at a point in time where people down here can’t possibly know yet. And that’s a hard and uncompromising fact based on physics, with absolutely no way around it as far as we know.


Also assume that somebody on Mars offers a trusted time source: If you have some data, that service can create a signature for it that is impossible to fake and that contains the exact date and time when the signature was made. Data and signature have an indestructible link, if you change either the data or the signature in any way it’s guaranteed the whole assembly gets invalid.


Your Monero transaction with proof of distance goes like this: “This transaction was made when the irregular-brightness star at stellar coordinates x,y,z as seen from Mars changed from magnitude 7.0 to 7.1 over the course of the minute ending on 2035-05-03 15:10:00 Mars Universal Time. See the attached signature from the Valles Marineris trusted time service to verify the integrity of the transaction plus magnitude change data and the time it was recorded. This is a valid proof of distance because at that exact time only somebody far away from Earth could have possibly known already about that particular brightness change.”


Monero daemons on Earth can later, with access to a database with records of luminosity changes of stars, verify the proof and execute the transaction if it is valid.


Presto - you have Monero transactions that you can only construct if you are far away from Earth!


There is at least one philosophical problem however. One of the most prominent and exceptional features of cryptocurrencies like Monero is that they are trustless. You don’t have to trust anybody involved to do “the right thing”, everything is set up in a way that makes it impossible for all involved parties not to behave, regardless of their intentions. As much as people would want to spend their coins twice, they can’t. As as much as people would like to rewrite blocks in the blockchain to make their coins unspent again, they can’t.


That’s why the trusted time source there signing transactions on Mars doesn’t really fit. The problem is of course the word “trusted”. If the operators of the time source don’t feel like doing the right thing anymore and start to sign transactions with wrong timestamps to make illegal transactions look legit there is not much you can do. You have to trust them to stay honest, and that’s far from ideal.





When I described my star brightness change scheme to Jason he answered: “Ah, I see we were thinking along quite similar lines! And I already like that name, ‘proof of distance’. But I think I can do better than you. I propose a system that does not need a trusted time source: It’s based on alpha radiation.”


“As you probably know the word ‘radiation’ may give a wrong impression, as it’s not about ‘true’ radiation like light or radio waves, but about particles: helium atoms, or more exact their cores without electrons, that typically travel through space with a few percents of the speed of light. There are various sources scattered over the whole sky that emit alpha radiation of varying intensity and duration.”


“My transaction has the following data attached as proof: This transaction was constructed right after a strong alpha radiation burst of intensity A had reached Mars from stellar coordinates x,y,z”


“Now the trick: The transaction plus proof, transmitted by radio to Earth, will arrive much earlier than the described alpha radiation burst because the latter travels much more slowly. After receiving my transaction the Monero daemons of Earth can wait and see whether the described burst really arrives later on, at the expected time. If it does, the transaction gets confirmed.”


“At its core it’s the same principle: Only somebody far away from Earth in the right direction could have seen that burst streaming through the solar system so early. The difference of course is that no trusted third party is needed, thanks to the delay in Earth arrival time.”


I agreed with Jason that this seemed a better approach regarding trust. However it was still unclear to us whether useful alpha radiation bursts were frequent enough for the scheme to work. And the slow speed of typical alpha radiation made the transaction confirmation time jump to 3 hours or so, which of course was not ideal. Add to this the unfortunate fact that alpha radiation does not reach the surface of the Earth, as it gets absorbed by the atmosphere: You have to be in space, e.g. using an Earth-orbiting satellite, to detect and measure it.


Furthermore it wasn’t clear yet how to organize star brightness measurements and alpha radiation burst detection in a way that was as trustless as possible: You really wouldn’t want a third-party to lie and just invent luminosity changes or bursts, for example.


But we were on the way, and making progress.





It’s the year 2028. The first fully privately-financed Mars rover Only Slightly Bent touches down on the Mars surface a few minutes after detaching from the orbiter Ultimate Ship The Second. Its main job: Checking the terrain for future crewed SpaceX Mars landing missions.


A few days later, as another premiere, the main on-board computer fires up a Monero daemon plus wallet app and constructs the first cryptocurrency transaction on another planet. It’s experimental software that implements a proof of distance that Jason came up with a few years earlier.


Of course this is mostly for publicity only, but still: Elon Musk liked the attempts of the Monero community to build an interplanetary coin so much that he has decided to make Monero the official cryptocurrency of SpaceX. There will be more to come.

Nightmare


Author's comment: What I describe here is in a way a constant danger for any networks; not only attacks, but also bugs could lead to the catastrophic outcome sketched here. The detail about the Levin signature is true, by the way.


Keywords: Fiction, attack, cryptography


The first and still most known cryptocurrency today, Bitcoin, introduced a number of innovative and interesting features. Among them is the way to manage payments, called transactions, in a fully decentralized way: Behind the currency there is a network of thousands of so-called nodes, computers running Bitcoin software that talk to each other over the Internet to exchange, validate and record transactions together. The software is free, and no permission is needed: Basically everybody with a decent computer and an Internet connection can run a node.


Monero, a cryptocurrency started a few years after Bitcoin, also works with such a network. The Monero nodes, for some nerdy reasons called daemons, talk to each other in a special way: They don’t use one of the widely used protocols like HTTPS that browsers use to talk to WWW servers, but an obscure and proprietary protocol called Levin. Part of that protocol is a signature, a string of bytes that the daemons use to signal each other at the start of a conversation “You are correct here, I am also a daemon, you can talk to me because I will understand and answer you”. Any server that does not give back a signature, or not the correct one after contacted will be ignored.


It might be that the creator of the Levin protocol was a fan of Futurama, an American animated science fiction sitcom featuring a robot called Bender as one of the main characters. In one episode the robot has a nightmare where in a series of binary digits, 0’s and 1’s, suddenly something appears that is definitely wrong there: a digit 2.


This robotic nightmare was turned into a signature: Monero daemons handshake using a sequence of eight bytes which when written as a hexadecimal number come out as 0101010101012101.





During most of 2019 he was the secret ruler of the Monero network. He had over 5,000 special computing devices, so-called ASICs, running day and night. All those single-purpose machines were doing was “mining” Monero, solving something like awfully difficult mathematical riddles where each riddle solved before anybody else allowed to add a new block to the Monero blockchain for a reward of a little more than 2 XMR.


The Monero network constantly self-adjusts to have a new block every two minutes on average. During 2019 you could exchange 1 XMR for at least 50 USD on cryptocurrency exchanges. As his ASICs were so much faster than anything other people had at hand to mine Monero they found more than half of all blocks every day, which meant that he earned something like 40,000 USD daily, over a million bucks each month.


Of course first he had financed the development of the machines and their manufacturing all on his own, and that had been expensive and risky. But he was ahead now, and basically only the electricity bill ate a small part of that monthly 40,000 dollar windfall, the rest was pure, sweet and even tax-free profit.


Although the people developing the Monero software never found out who he was, they knew very well his machines were there, from watching what happened with those blocks. They saw his fleet of ASICs as the biggest current danger for Monero because more than half of total mining power under the control of a single entity allowed for a special attack on the network called 51% attack. And they wanted a cryptocurrency where basically everybody with a fast CPU had a chance to take part in mining, to make it democratic and keep it decentralized.


To achieve those goals they had invented a new kind of “riddle” called RandomX, and when those went into service on 2019-11-30 18:57:47 UTC with block 1978433, all those wonderful money-making ASICs turned into useless electronic waste, never again producing a single dollar of mining profit.


It was a sudden and deep fall for the secret ruler of the Monero network. He swore to himself to rise to power again. That would not be with mining again, as RandomX was cleverly designed to make profitable ASICs more or less impossible, but he would find a way.





My testnet daemon was behaving wonky which disturbed the debugging of the new feature I was currently implementing. After some analysis I found out that it saw a number of other daemons which produced errors every now and then which lead to frequent reconnects and refusals to talk further. It was like they did not speak the Levin protocol in a fully correct way.


This was quite surprising in a way. The code implementing the protocol in Monero was very old, barely ever changed and was doing duty without problems for many years already.


I was intrigued and watched those daemons more closely. Beside producing intermittent protocol errors they also behaved differently from my own daemon in subtle ways: They seemed to able to answer some types of queries faster, but were slower for a number of other queries.


The most probable explanation for all this that I could come up after a while: Somebody had re-implemented a Monero daemon from scratch and was now in the process of weeding out bugs, using testnet instead of mainnet where hiccups did not matter that much.


Which did not seem probable at all, frankly. Monero devs had wished for alternative daemon implementations for a long time. Other cryptocurrencies like Bitcoin and Ethereum had a number of different nodes which brought positive effects like more resilience of the network as a whole against bugs and better software because of friendly competition between the different teams.


But rewriting the Monero daemon from the ground up was such a monumental undertaking that nobody had ever seriously tried. We probably speak about at least a full man year of work here, for somebody who is already pretty fluent with blockchains and competent regarding the daemon’s functionality. Newcomers would have to add a couple of months of learning.





Only 2 weeks later the fog cleared as an anonymous team of developers burst onto the scene with Phoenix, a fully functioning Monero daemon written in Rust, a more modern programming language than C++ as used by the “old” Monero software. It was fresh, clean code from top to bottom, written by clearly competent people.


I had mixed feelings about this. Sure, a second node implementation was a net win, but the power dynamic in the Monero “ecosystem” would certainly change considerably now. For many years a group of 7 people, the Monero Core Team, had been the guardians of the Monero software and by extension of the Monero currency and network, trusted and respected by most people. Now there suddenly was a second team, also with considerable power in their hands thanks to Phoenix, with people that were new to the scene.


In a way it was a little strange. The development up to full operational readiness had taken place in the dark, which was unusual for open source software. I also wondered why it looked as if not a single person in the Phoenix team had contributed to Monero earlier; the “usual suspects” were missing completely.





Shortly afterwards Andrew, a colleague of mine also working on Monero, contacted me on IRC, clearly worried.


“I come from a longer chat with a former Monero dev that managed to get hired into the Phoenix team a few months back without being recognized as such and is now secretly acting as a whistleblower. What they told me is quite worrying.”


“So you mean they actively avoid us?” I asked.


Andrew confirmed. “Yes. They try to be fully independent and able to let us completely in the dark what they plan with their Phoenix daemon. And what they do plan, according to the whistleblower, is really strong stuff.”


I had to laugh. “You know as well as I do that everything regarding the Monero network is designed for maximum resilience, and has to be, with anybody able to set up Monero daemons, including our greatest enemies. What would we have to fear from them now?”


“They plan nothing less than taking over the network and getting full control over Monero.”


“Ah yes? I already tremble.”


Andrew did not find that funny, apparently. “They will wait until the majority of the nodes in the network is running Phoenix instead of our software. Then one day they suddenly split the network in two and force people to take side if they want to continue to use Monero.”


I was skeptic. “You think just having the bigger net, with the higher number of active daemons, will be enough to lure people away from the software and the people they trusted for years?”


“Yes. Daemon is also not daemon. The daemons running at important cryptocurrency exchanges and at big mining pools are in a way much more important than your and my daemons. And it seems they are busy to actively bribe those parties into switching over to Phoenix with money.”


That started to sound worrying.


“I did not yet tell you the best detail from my chat with the whistleblower” Andrew added. “Phoenix, the bird that is reborn out of ashes, right? Remember the mysterious fleet of about 5000 ASICs that ruled the network in 2019 before we could get rid of them thanks to RandomX?”


“Of course I do.”


“Good. The man that stands behind the Phoenix project, started it back in 2020 and financed it all the way, was the owner of those ASICs. He is still royally pissed about us taking away the network from him, so to speak. He wants it back, and Phoenix will be his tool.”


“Hmmm. Not good. Any details about how they intend to split the network?”


“Bender’s nightmare”


I did not understand immediately. “The Levin signature?”


“Exactly. They will switch their daemons over to 0101010101013101, or something similarly incompatible, which will result in an immediate split of the network into two distinct networks.”


I had to agree. “A nightmare indeed.”





A little later it dawned on us that the Phoenix daemons would need a second mechanism: a way to signal to each other when to initiate the split. Andrew and I discussed this and came to the conclusion that the way to go would be to use what is already there anyway. Monero daemons try hard to make sure that every new transaction gets known all over the network. With this you just have to find a way how to turn a transaction into a trigger. The simplest and also most robust way seemed to be to react to a transaction with a particular id popping up.


After we found code in Phoenix doing exactly that, to not much surprise anymore, we came up with a plan: As soon as possible we would use the mechanism to cause a chain split ourselves, because until now only relatively few people were running the daemon, and the resulting damage for the network would stay limited. At the same time we would go public with detailed background info, hoping that all Phoenix daemons suddenly dropping out of the “true” Monero network would give credibility to our claims and demonstrate the urgency of the whole affair.


There was a problem, however. A really monumental problem.


Our enemy had surely taken the id hardwired in Phoenix from a transaction he had built a long time ago already and simply stored, until now never sent to the network for execution. We were pretty sure that this crucial transaction was carefully locked away and guarded, with nobody else having access, not even his team of programmers. There would be no point in asking the whistleblower to try to steal it for us.


Monero transaction ids are monstrous numbers like 789e63f1d2a95c891642ef571e3d959c8bf4182e23ec3f3b38e629beac0338f7. They are derived from the bytes that make up the transactions in a process called hashing that only works in a forward way, meaning that with such long hashes there is no practical way to find a byte sequence that produces a particular given one.


This meant that it was impossible for us create a second transaction with the same id.


Was there a way to cheat somehow? We asked ourselves whether we could transmit an arbitrary transaction that merely claimed to have the magic id but quickly saw the problem with this idea: Monero daemons do not accept any transaction for processing and propagating it right away; first they do all kinds of tests on them to make sure they are valid. They would re-calculate the id from the bytes of the transaction, notice that the claimed id was wrong and simply throw the transaction away.


Despite knowing exactly which id the Phoenix daemons were waiting for we did not have the slightest idea how we could use this knowledge in any successful way.





The next day Andrew started the conversation on IRC with a single exclamation: “Victory!”


“How so?”


I could almost feel his excitement radiating over the Internet. “There is a bug.”


“Come on, spit it out!”


“Out of pure despair I decided to submit an invalid transaction under the trigger id to a Phoenix daemon anyway. I almost fell from my chair when it reacted to it. Instead of fully ignoring everything and doing nothing it checks the id somewhere.”


“Ha! That sounds exactly like the kind of dumb bug that all of us produce every now and then :)”


“Yes, that. Or somebody with a sudden guilty conscience has secretly weakened the mechanism on purpose as far as they could without others in the team noticing, as a kind of sabotage.”


“Whatever, does not matter. But wait, we still can’t get the network to broadcast an invalid transaction, can we? How will we be able to profit from the bug?”


“Glad you ask. I am already working on this. We don’t need any daemons. I hack together a program that speaks the Levin protocol and is just clever enough to find all daemons in the network and directly present each of them our trigger id transaction.”.


“Genius :)”





The day everything exploded into the public became known as Bender’s Revenge. And the whole story even got a happy end: Some trustworthy Monero devs took Phoenix out of the hands of our enemy by “forking” the code and publishing their own version, and since then they keep it current and compatible with the “old” Monero daemon. Thus we not only defeated “Mr. Monero ASICs” a second time, we also gained something very valuable by doing so, an alternative node implementation.


I am just wondering whether this is the true end of the story, or whether he is already cooking up something else ...



Numerator


Author's comment: This is the most “far out” story of them all. Still I encourage you to look up that guy from India after reading the story, you may hardly believe what you see.
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You probably know that the heart of your computer or smartphone, the part where the “magic” happens, is the CPU. But did you ever wonder what that microchip is really doing if you look “deep down” through all the layers of the graphical user interface, the programs and the apps, even the operating system itself?


The lowest level that is still normally accessible software is called machine code. It consists of instructions where each single one is doing something very simple like adding two numbers or checking whether one number is bigger than the other. A modern CPU executes many millions of instructions per second which then together do something useful. They are encoded on the level of bytes; if your typical Intel or AMD CPU sees a byte e.g. with a value of 64, it will take that as an order to increment a number by 1.


Not all CPUs exist as physical chips that power real devices. People have invented “virtual” CPUs with own instruction sets for various reasons, and then went on to implement them in software running on a “real” CPU.


One place where you can see that in action is the Monero cryptocurrency. The system is called RandomX, and whoever wants to earn some Monero by “mining” has to execute programs in the corresponding instruction set as fast as possible, using a virtual RandomX CPU, in the hope that the output of a program run satisfies some condition that is necessary to win the reward for a block.


RandomX knows about 30 instructions. Typically several byte values encode the same instruction; e.g. 0 to 15 all mean a particular variant of addition for a RandomX CPU. Overall every possible byte value from 0 up to 255 is mapped to an instruction.


The reason why it makes sense for Monero to use such an elaborated scheme for mining and go as far as implementing some fancy fantasy CPU can’t be explained with a few sentences, but the fundamental goal is easy to state: Nobody shall be able to build machines that mine Monero 1,000 times faster and get an unfair advantage that way.





Monero miners were not happy. A few weeks ago a new version of the Monero software had gone into service in a so-called hardfork which included some changes in the RandomX instruction set, and since then people reported frequent random crashes of their machines when they ran mining software. It was all very mysterious because it wasn’t that software itself that crashed, but other programs running at the same time, and sometimes even the operating system itself.


Of course it should be altogether impossible that a normal program brings the OS down and forces you to restart the computer, and normally it was, but with those RandomX miners it was somehow different. People with the necessary debugging experience said after analyzing the problem that sooner or later random bytes anywhere in the main memory of the computer changed, seemingly without the mining software being involved in any way, which obviously sounded quite crazy. That mystery had started to make waves even beyond cryptocurrency circles.


My personal involvement in all this started when Matt contacted me for a private chat over IRC. He was one of the Monero devs working on the RandomX code and had implemented the instruction set change.





<matt> I feel really bad about our software crashing people's computers left and right. And think about the bad image that Monero will get. That needs to stop. Maybe you can help

<rbrunner> How so? I don't know much about RandomX, or about debugging random computer crashes

<matt> Maybe. But you are a fan of "thinking outside the box", and maybe exactly that is needed here. Can I tell you a secret?

<rbrunner> I love secrets :)

<matt> We told the world that we changed RandomX to discourage people developing dedicated fast hardware for it, just to be on the safe side

<rbrunner> Yes, and that makes sense, doesn't it? Keep up a credible threat of financial loss because hardware may become obsolete through our changes

<matt> Right. But it's a lie

<rbrunner> And the truth is the secret you want to tell me?

<matt> Somebody donated a big amount into the general dev fund to get a new instruction implemented according to their spec

<rbrunner> "Somebody"? Do you know who it is?

<matt> Nope. Anonymous

<rbrunner> And you don't know why either I guess?

<matt> No, motivation is completely unclear

<rbrunner> Crazy. I also want my own private RandomX instruction! Nobody saw any problem with this?

<matt> Why? RandomX is called RandomX because basically it calculates random values. Now it calculates some different but still random values.

<rbrunner> If Monero miners now help to find the values of physical constants needed to build better atomic bombs? Still no problem?

<matt> Well, even if, how would you get those values out of the miners and collect them?

<rbrunner> Hmmm. Seems you are right. Still strange. At least the donation was worth it?

<matt> You bet.




I now had two deep mysteries on my hands, the random crashes and the formula, and no idea whatsoever whether they were somehow connected, and if yes how. But anyway, I started to dig.


The new RandomX instruction calculated subsequent terms described by said formula, something like those endless series in the style of 1/1 + 1/2 + 1/4 + 1/8 + 1/16 + ..., but of course more complicated and elaborate. Where did this come from, and what did it mean?


By lucky coincidence I had read a story about a man from India called Srinivasa Ramanujan a while ago. In the late 1800’s and the early 1900’s he had filled several notebooks with extraordinary mathematical formulas that later turned out to be correct, opened entire new areas of mathematical work and inspired a vast amount of further research. To this day it was unclear how this largely self-taught man had derived all this, and some of his formulas really looked like out of this world.


I browsed through some of his works on various websites, and was lucky again: I soon found “our” formula, it really was from Srinivasa.


What now? I decided I needed somebody who could tell me more about the man and his discoveries. After some googling I stumbled over a site called mathemagicals.com mentioning him and filled with some pretty wild-looking stuff, but I thought why not talk with somebody maybe a little crazy about two crazy problems, and arranged a video call with the site’s author, a guy named Curt.


I asked him what somebody could possibly get out of having terms of such a formula calculated over and over again, without mentioning Monero or revealing which formula exactly. It became an interesting conversation.





“Did you ever ask yourself whether numbers exist?” Curt asked me.


“What do you mean? Whether numbers are not only human mathematical inventions, but really exist somewhere, somehow?”


Curt nodded. “Yes. I have a theory that our universe contains a not yet discovered fifth dimension, a mathematical one, where numbers exist and are every bit as real as matter in the known dimensions. How else would so many things be so full of math, like all those laws of physics?”


I was really curious where the hell this would lead. “And in that extra dimension the number 3 lives, say as a green triangle, next to the 5, which is blue?”


“Something like that.” Curt smiled. “I believe whole numbers exist there in almost infinite instances. Not only one 3, but many many of them. Almost like atoms, or elementary particles. They are the building blocks of more complicated things, and even beings.”


“Beings?”


“Well, yes, some sort of conscious beings. I call them numerators” Curt declared proudly.


It took me half a minute or so to digest this before I could continue: “Alright, interesting theory. But how would you prove it, how could we know about those numerators? You think we can talk to them somehow?”


“They seem to talk to us, sometimes. Take Srinivasa. Do you know what he said about the source of his astonishing mathematical insights?”


“Yeah, he claimed that the goddess of his family revealed them to him. How was it called again?”


“Namagiri Thayar”


I started to understand. “You claim that this was such a numerator from the mathematical dimension, talking to him?”


“Exactly, one especially eager to contact us” Curt confirmed, and continued: “You know, the story you told me, about calculating one of Srinivasa’s formulas over and over again, sounds to me as if somebody tries to get the attention of Namagiri Thayar and then establish contact with that being.”


“You mean like summoning a ghost?”


Curt nodded.


“I see. But what could that be good for?”


He started to get excited. “Do you have any idea what it would be to talk with such a deeply mathematical, almost god-like being? How many yet unknown and therefore very valuable truths about math you could learn?”


That was an interesting thought, and so I almost forgot to ask an important question: “But what about those computer crashes? Do you have a theory there as well?”


I waited patiently while Curt mulled the question over. Finally he said: “Well ... maybe the numerator tries to interact with the computers, and that’s the unfortunate result?”


A few days later I had another IRC chat with Matt. I decided to keep quiet about my findings for the time being, just in case.





<matt> Our problems with Monero mining will soon be over.

<rbrunner> They will? How come?

<matt> We decided to replace that mysteriously problematic new RandomX instruction by one that just innocently multiplies by 3

<rbrunner> And there are no more crashes with that?

<matt> No. And as much as I would like to learn the secret behind all this, I also voted for the proposal. We must restore order

<rbrunner> So there will be another hardfork soon to implement the change?

<matt> Yes, as soon as reasonably possible. Testnet will already switch tomorrow.




Tomorrow Monero mainnet would fork to a modified-again version of RandomX, and about a million computers scattered over the whole planet would suddenly stop to calculate terms from Srinivasa’s formula. If this constituted a signal of any kind it would suddenly vanish. Despite feeling a bit silly about it I decided to take the last good chance and attempt to test Curt’s theory myself.


I made the 3 computers in my household run a modified RandomX miner at full speed that I had doctored to execute that “magic” instruction 100% of the time, not only with an average chance of 7/256, in an attempt to maximize the signal, so to say. I went to bed, trying to visualize the formula and think about Srinivasa as long as I could until sleep finally came.


And then I had a dream.


I saw modulo operations on big numbers happening, and despite not knowing much about the subject it was clear to me that I was watching elliptic curve cryptography in action. A bit later I saw how terms of the formula I knew so well now were calculated. And then, like a flash out of the clear blue sky, a sudden insight hit me:


There was something in there that was called isomorphism in math. You could take the task of breaking ECC based encryption, the so far pretty much impossible task of deriving private keys from public keys, and sort of translate it to another mathematical domain where the needed calculations were so many magnitudes fewer and faster as to make the job almost trivial.


And the formula had to do with that other domain. Certainly the unknown person donating for having it included in RandomX had already some suspicions about that fact but was still missing important pieces of the puzzle.


With the prospect of getting to know how to break ECC and then undoubtedly become famous, or rich, or both, I got so excited that I woke up before the dream could progress to the final crucial details.


And the hardfork would happen in a few hours now.


Damn.





<matt> Did you hear? It seems somebody solved the mystery of the crashes

<rbrunner> Somehow I highly doubt that, but do tell

<matt> Do you remember the "row hammer" exploit from a few years back?

<rbrunner> Something with trashing bits in memory?

<matt> Yes. It turned out that with carefully selected memory access patterns you can stress modern DRAM chips so much that they produce random bit value flips every now and then, and if you are lucky you can poke holes into memory protection that way

<rbrunner> Splendid. And the connection to our RandomX troubles?

<matt> Somebody found out that a miner executing our ill-fated new instruction fetches memory in a way that leads to effects similar to row hammer

<rbrunner> That sounds pretty improbable, if you ask me

<matt> Yeah, to be frank I thought so as well. But still better than other theories that seriously claim that witchcraft is involved somehow, lol

<rbrunner> Or extra dimensions

<matt> What?

<rbrunner> Nothing :)

The Treasurer


Author's comment: How would we ever find out if some powerful new group of people started to use Monero because it's so private? I chose one of the “usual suspects” for this story, but of course there are a lot of other candidates.


Keywords: Fiction, scam, adoption


The price of Monero was rising, and it was bucking the trend by doing so, most other important cryptocurrencies went sideways or even trended down. The XMR/USD rate was already 20% higher than a month ago. Nobody knew why, but of course people had their theories. My own one: Somebody was accumulating, converting sizable amounts into XMR, and despite being careful and methodical wasn't able to do so without moving a quite small and not very liquid market. Well, I finally said to myself, sooner or later this had to happen, and decided not to care too much about it.


Soon afterwards I received a personal message on Reddit where I use to hang around in the Monero subreddit. Somebody wanted to use encrypted e-mail with me, revealed their public PGP key and were asking for my own public key. The message did not contain much more and just mentioned that they tried to hire a Monero dev for some private work. First I hesitated, but then my curiosity won and I answered. It did not take long for the first e-mail to arrive.





From: treasurer@ugle.org.uk

To: rbrunner7@protonmail.ch

Subject: We need a good Monero multisig solution



Dear rbrunner7


Thank you for establishing contact through encrypted e-mail. Please keep this e-mail and any that may follow strictly private and confidential.


A short introduction: I am the current treasurer of the UGLE, the United Grand Lodge of England, the biggest Freemason lodge in Europe. You find more info about us on our website https://www.ugle.org.uk/. Yes, we have an official website, and as so much misinformation about freemasonry is swirling around, I encourage you to really take a look.


I write you because of your earlier work for making Monero multisig transactions easier to use. We want to hire a Monero dev that makes your solution even more solid. It now uses PyBitmessage as a third-party app for communication, and we would like to get rid of that with the help of an implementation of the Bitmessage protocol in C++ in the Monero wallet code, so wallets can directly communicate with each other in a secure way.


The background: We are seriously interested to start using Monero for some of the financial transactions of our lodge, and as substantial sums would be involved, we intend to use multisig so no single person alone has full control over the funds. Thus our interest in a private and more robust version of your system.


If you can imagine to work for us please write back with a rough estimate how long it would take to build something like that and let us know your ideas about payment.




Regards

The Treasurer




After reading this I had to laugh. So after Nigerian princes, government officials from places like Syria, and Powerball winners from the US wanting to just throw their money away again, it now was the Freemasons? Only the Illuminati and the Knights Templar still missing!


But on the other hand that story itself was not too dumb. The Freemasons are still pretty secretive as far as some aspects of their organization and their rites are concerned, so if they wanted to use a cryptocurrency, they really could do worse than choosing Monero with its very strong privacy.


I decided to play along for the time being and answered the mail.





From: rbrunner7@protonmail.ch

To: treasurer@ugle.org.uk

Subject: Re: We need a good Monero multisig solution



Hello


That sounds all very interesting, but also quite improbable, frankly. Maybe first we can firmly establish somehow that you are who you claim to be. I have no need for pranks, and no desire to work for scammers, I hope you understand. Any good idea how to proceed to establish trust?




Regards

rbrunner7




From: treasurer@ugle.org.uk

To: rbrunner7@protonmail.ch

Subject: Re: We need a good Monero multisig solution



Hello again


I expected nothing less, of course it's good to be careful.


I prepared a login for you on our intranet. Please go to https://www.ugle.org.uk/intranet and log in with “rbrunner7” as user name and “multisig” as password. Then locate the page that lists the public PGP keys of various important members of the lodge. You will find the key that I am using there.




Regards

The Treasurer




Well, what can I say, I was in trouble now. Decision time. All the info he gave me checked out. Mailing with a high-ranking Freemason, who would have thought.


After a few more mails back and forth we could agree on the broad strokes of the desired app improvement, an approximate time frame and the amount of payment. A third of the sum paid in advance, another third after delivering a first test version, and the final third when everything worked to their satisfaction.


So I went to work. After some initial difficulties I made steady progress, and everything looked good.


Until a few weeks later when I received a quite large mail from the treasurer, basically out the blue; I wasn't expecting anything at that time. It was large because a video was attached. I watched it in growing amazement:


Somebody filmed, probably with a smartphone, how they approached what I later identified as Freemasons’ Hall, the headquarters of the United Grand Lodge of England in West End, and stopped at something that looked like a private side entry. Before taking out a key and proceeding to open the locked door they held a printout in front of the camera; I could read enough to see that it was from our e-mail exchange.


The video went on to show some rooms inside that didn't look like they were part of the building that the broad public could visit, and then ended abruptly.


This somehow had the look of a second proof to show that the person I mailed with really was a member of that lodge. But that was strange, I hadn't requested such a proof, and wasn't needing one either.


While still puzzling over this I found out that the “rbrunner” account on their intranet website was no longer active.





A little later things turned ugly. Somebody had leaked the whole e-mail exchange between me and the treasurer to the Monero subreddit, including that mysterious video, open for everybody to see.


Of course the news that an organization as famous and as influential as the biggest Freemason lodge in Europe wanted to start using Monero hit the community like a bomb and made waves well beyond it.


And it had another effect as well: The price of XMR jumped upward as a first reaction and continued to rise strongly over the following days.


Finally the UGLE felt forced to make a press release and explained that they had no idea who was behind this all, but certainly not their treasurer.


At a certain price point XMR bumped against heavy resistance; there was large selling by people who did not seem to care too much about the price and continued to sell despite steadily sinking rates.


After a few weeks, with no substantial news forthcoming concerning this story, the XMR/USD rate was nearly back to where it was when everything started, and the proverbial grass started to slowly grow over everything. People had more or less decided that somehow this must have been fake news after all. If it sounds too good, and all ...


Thinking things through this looked more and more like a quite cleverly arranged pump-and-dump operation to me: Buy a lot of cheap XMR, pull this Freemasonry stunt, wait for the XMR price to rise as a result, sell a lot of expensive XMR, profit!


Even the video finally made sense: Some leakable “proof” for everything being plausible was needed. That “rbrunner7” account on the UGLE website had been perfect to convince me but would never stay up long enough to serve for the broad public.


While I was still trying to decide what to do with my half-finished rewrite of Monero's multisig transaction handling system the story added another twist in the form of a new e-mail:





From: administration@ugle.org.uk

To: rbrunner7@protonmail.ch

Subject: Still interested?



Dear rbrunner7


I am writing you as the private secretary for all Freemasonic matters of His Royal Highness Prince Edward, Duke of Kent, Grand Master of our lodge as you may know.


We won't tell the police or the broad public as we don't want any more publicity in this matter, but I can tell you confidentially that the son of the current treasurer was behind this whole Monero scheme. He had stolen his father's private PGP key to mail with you, the necessary passwords to modify accounts on the lodge's intranet, and even keys to our headquarter.


We estimate he earned several million pounds with this venture. We currently don't know where he is, and we don't care too much either.


But now to the reason I contact you: Would you be ready to complete the commissioned Monero software improvements for us? For the agreed payment plus some nice bonus on top to compensate for the tumultuous times you went through?


We had a good look at Monero, discussed the matter internally extensively and came to the conclusion that the idea of using the cryptocurrency is a good one after all. Especially now that the world more or less decided Monero at UGLE is “fake news” and would not expect us doing so!


Please let me know whether you are interested to continue, in full secrecy of course, so in case we can start to clear any necessary details.




Regards

The Secretary

RingCT


Author's comment: World history over the next 100 years, and the role Monero could play in it, packed into a science fiction short story. Ah, and sweets, and cows :)


Keywords: Science fiction, adoption


Exactly 10 candies, 10 chewing gums, 1 chocolate bar, and 1 piece of chocolate cake. That was what every child in the world between 3 and 12 years old would receive today: Once a week was “sweets day”. It had been like this for centuries already, and it would go on for a few more if everything continued to work according to plan.


Of course that wasn’t much if you were a child that studied hard 6 days a week in school and had to do some farm work on top of that, but that was the way of this world. Making sure that about 5000 people all had shelter, food and medical care in a closed system with quite limited resources meant hard work for everybody and required to keep everything in a delicate balance.


As I patiently waited together with my band of close friends for my turn to receive the package with the sweets I tried not to think too much about my approaching 13th birthday and how my weekly ration would drop to half then.


It hadn’t always been like that. The records told about the happy first decades after world creation when machines still did most of the farming work, so children didn’t have to help there at all, and food was plentiful. But it turned out to be impossible to permanently keep up those levels of consumption and technology, and the equilibrium that we could sustain over centuries was much lower. Still, everybody had enough to eat and could count on medical care if needed.


If everything was almost the same week after week, you started to care about the little differences that occurred. The world had cows of two different breeds, Nicolas and Saberhagen. When the buttercream for the choco cake was made from the milk of the Saberhagen cows, which was the case today, it was a bit more delicious for my taste. That’s why last week I had given 5 of my candies to my friend Curt in exchange of his piece of cake today.


“Looking forward to my extra cake” I said to him. When I only got a puzzled look from him I groaned, took out my smartphone and activated it by speaking the wake word “CryptoNote!” I showed him the calendar entry for today displayed on the home screen, reading “Cake from Curt”. “Don’t tell me you forgot” I warned him. “I sent a copy of that entry to your calendar when you agreed to trade last week because you have a strange tendency to forget such things”.


Whenever problems like this one surfaced I thought how much easier things would be if we had some kind of money as a medium of exchange: Curt giving me some “coins” for my 5 candies last week, and with him not being in the mood this week to give up his piece of cake, me just buying an extra one from some other child that needed some money today.


But while RingCT, our world’s central AI and de facto government, tolerated some bartering, money was out of question. When challenged it always argued that things were only running so smoothly in this awfully constrained world because resource allocation, down to the level of single pieces of candy, was centralized. RingCT saw no room for people managing resources in addition to that using some kind of official money.





The 2030’s and 2040’s were rough decades for humanity. More than one time it was on the brink of global war because climate change and population growth gravely impacted the world economy and brought many shifts of power with them.


But in the first years of the 2050’s something extraordinary happened: By then the situation had become so bad that people all over the world had really, truly understood that only everybody working together could lead to real improvements, and they became ready to delegate important powers from nation state governments to a true global government: not some mere debating club like the United Nations of earlier days, but something with the authority to overrule anybody and anything at least in environmental matters.


There were other important and remarkable shifts. A long-running trend to steadily erode privacy came to a halt in the 2030’s and later even turned itself around. The reason: Bigger and bigger worldwide problems led to a parallel strong rise of extremist groups of all kinds, some of them ready to use outright violence to further their goals. This in turn forced governments to allow citizens some privacy: Without that they simply were too easy a target for those groups.


Take the case of “meat lovers” for illustration. In the middle of the century the world by and large couldn’t afford the luxury of mass-producing meat anymore because climate change effects had diminished the total area of arable land by quite some degree, and plant foods became mostly too precious to use for rising animals.


Still there was some meat to be had, for example beef from cows that had grown too old to produce milk in good quantities, and trading such meat was perfectly legal. But if you wanted to buy you had a serious problem on your hand: How to do it without becoming a target of the various fundamentalist groups that in order to “save the planet” tried to totally eliminate meat trade by whatever measure it took?


For many people part of the answer here was a cryptocurrency called Monero that allowed to make fully anonymous payments without the need for any intermediaries like banks or credit card companies. No extremist could scan lists of payments for buys of meat and then harass the buyers if those used Monero.


Of course it also helped that it was a truly global currency, not under the influence of any single country.


And so a cryptocurrency became an important part of world economy that once had been “on the way out” because originally governments and law enforcement organizations had not liked the privacy it provided.


It was still a surprise what role it would play later on in one of humanity’s most iconic projects ever.





I decided that the time was ripe to do something about the “currency problem”: If RingCT refused to provide us with something, we had to take matters into our hands and create our own currency.


Looking back I wonder how 12-year old me had the guts to go against what basically was the World Government - maybe it was the optimism of the youth!


RingCT hosted a a vast library of software that you were free to try and use as you saw fit as long as it happened in your free time and did not waste any resources as a side-effect. You just had to find the right programs and learn how to operate them yourself. When our world had been born, it still had been quite unclear what software would become useful one day, and so basically everything existing had been collected and stored.


Technically our smartphones could run any of it, either directly on the device or on RingCT’s computing cluster, with a smartphone used for display and input.


By looking around in the catalog I had stumbled over a software called Bitcoin that seemed to fit the bill, implementing a virtual currency with a clever system to limit money creation and making a number of cheats, like spending coins twice, almost impossible.


Soon Curt and I ran the first two nodes of a Bitcoin network on our smartphones and exchanged some initially mined coins to test everything. It did not take long until other children joined the network, trading started, and prices for the various sweets in BTC established themselves.


We thought that we were clever and would manage to hide our currency from RingCT. We ran the Bitcoin programs strictly locally on our smartphones, not on the computing cluster, and RingCT was programmed to respect the privacy of those devices unless accessing them was required because of some special circumstances. Furthermore, we instructed everybody to put up some show for RingCT: Whenever an child handed over sweets to another one without immediately receiving some others in exchange, it would babble something along the lines of “Give me yours later”, to hide the fact that they would settle the trade using BTC.





We had been too optimistic: After only two weeks our currency stopped to work. RingCT blocked all Bitcoin related data traffic between our smartphones and showed us why there was no point in denying what we had been doing: The Bitcoin blockchain contained all transaction amounts in the clear, and if you knew the prices of the various sweets it was easy to correlate BTC transactions with goods changing hands.


It was quite a surprise to me how the Bitcoin system did not protect information so crucial and sensitive somehow; that seemed to be pretty weak for a virtual currency implementation.


I was convinced that there must be similar software that improved on that, and soon found an alternative in the library: a system called “Monero” with clever privacy mechanisms.


After a waiting time to let things cool down we started to use that as our currency and also made sure that the Monero “daemons” would use private smartphone-to-smartphone connections, so RingCT wouldn’t be able to watch transaction transmissions or even put up its own node like it had done with Bitcoin to get a copy of the blockchain to analyze.


That seemed to do the trick, as many weeks went by without RingCT stopping us again.


Now, many years later, new generations of children still use Monero to trade sweets. And since I became a developer it’s clear to me that of course RingCT almost immediately knew we had started to use an alternative currency back then. It does not tell why exactly it had not tolerated Bitcoin, but allows children to use Monero to this day. It may sound improbable, but I suspect it has to do with something surprising I had learned in the meantime: the important role the currency had played in bringing our world into being.





It was only natural that many people didn’t like Project Ark project: big spaceships with everything on board to keep a population of roughly 5000 people alive for centuries while the ships made their way to their destinations with about one percent of the speed of light. Critics argued vehemently that the resources consumed by building and launching them were much more urgently needed on Earth to help solving the multitude of serious problems.


But a very vocal minority was convinced that assuring humanity’s long-term survival was more important than ever, with the possibility for something going fatally and terminally wrong on Earth decidedly being non-zero now.


After much arguing back and forth a consensus was reached: Project Ark would get the green light but wasn’t allowed to use any “tax dollars” - funds had to come exclusively from voluntary donations. Nobody should be forced to pay for something so expensive in case they didn’t agree with the project.


A cryptocurrency called Monero came to play an important role in financing the arks because it allowed people to donate in an anonymous way and so stay pretty safe from attacks by all the many groups that fought the project. As a “thank you” for this the Monero dev community was invited to name various project-related things, a once-in-a-lifetime chance that people picked up with great enthusiasm.


For most of the names they went back several decades, to the first pioneering years of Monero. And in such a big project there was a large number of very different things to name:


Each ark had a powerful on-board optical telescope, with the important job to gather as much information as possible about the several candidate destination star systems and pick the most promising one about half-way into the journey. People named it Stealth Address Telescope, after one of Monero’s primary privacy mechanisms called stealth addresses, making sure that the destinations of transactions were not visible in the blockchain for everyone. The idea was to understand the destination of an ark as the “address” it was heading to, and that being “stealth” for a long time, not yet clearly visible because of the large distances.


The ark’s central AI got the name RingCT from another important privacy mechanism, the one that made sure nobody could see the amount of XMR in a Monero transaction except the receiver of the funds. The “backstory” in this case: The arks were long rotating cylinders, so you could say a name with “ring” in it was a good fit, and on top of that claim that “RingCT” was really standing for “ring control” in the case of this AI, making it even better.


Each passenger would have its personal smartphone, and a dedicated new operating system was developed for that. It came with a wake word, in the style of “Siri!”, “Alexa!” or “Google!” of early such devices. People chose “CryptoNote!” as that word, the name of the original cryptocurrency technology Monero had been based on, which looked like a good fit because one of the possible uses of the devices would be taking notes.


The ship’s propulsion system was christened RandomX, like Monero’s proof-of-work consensus mechanism. You could say the “X” hinted at SpaceX, the company who had developed the rocket engines, and that RandomX “powered” Monero’s blockchain like those engines would now power the arks.


And then there were the cows. Two new races of cattle were bred that could cope well with the low 0.8 g of “gravity” on the inner surface of the rotating cylinders and the artificial sunlight. Their names Nicolas and Saberhagen were taken from Nicolas van Saberhagen, the pseudonym of the cryptographer that had created the CryptoNote technology when the century had been still quite young, back in 2012.


The proposer of these names had explained that the cryptographer’s name sounded Dutch because of the “van”, and what were the Netherlands known for? Exactly, cheese made from the milk of many, many cows.


Van Saberhagen was almost certainly not alive anymore, but would surely be quite proud about those breed names if still around!
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